OS Day ‘24

Secure-by-design
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[Mpobnembl 6e30MacHOCTU 1 3a4eM
XapOEeHWHr B «06bivHoMy OC

BazoBble xapaoeHVHI B
Kaspersky OS

Cynep-xapaeHnHri



I'qu%y Linux’y
C/TOXXHO ObITb
©oe3onacHbIM




[NoBepxHOCTb aTakn: MUKposapo 1 rnbpuaHas OC

Minimizing the TCB Linux kernel

~ 35 millions lines of code

Microkernel

~ tens of thousands
lines of code




Linux: aTakn yepes gpansepa
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3a Bcto nctopuiro sapa nmHyke CVE cBasaHbl C Yya93BUMOCTAMM B apariBepax B 37% cny4aes
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Linux: cekpeTbl

* Crypto APl keys * Wireguard keys
* Random entropy pool » wifi keys
* Keyring: keyctl * KASLR

lpsec keys




Linux xapaeHHr
Linux kernel defence map by Alex Popov
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https://github.com/a13xp0p0v/linux-kernel-defence-map/

Linux xapaeHHr

Linux Kernel Defence Map
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https://github.com/a13xp0p0v/linux-kernel-defence-map/
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Complete Mediation: How does the

) reference monitor interface ensure that
all security- sensitive operations are
mediated correctly?

S ecure O S Complete Mediation: Does the

® reference monitor interface mediate
security-sensitive operations on all

by Trent Jaeger system resources?

Complete Mediation: How do we
® verify that the reference monitor
interface provides complete

mediation?
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@® Tamperproof: How does the

S ecure O S system protect the reference

monitor, including its protection

by Tren t Jaeger system, from modification?

@® Tamperproof: Does the
system’s protection system

@ Verifiable: What is basis protect the trusted computing
for the correctness of base programs?
the system’s TCB?

@ Verifiable: Does the
protection system enforce
the system’s security goals?
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..the combination of the Linux kernel and LSM framework is too
complex for a complete formal verification that would be
required to prove complete mediation and tamperproofing.

... 'he SELinux approaches demonstrates the complexity of UNIX
systems and the difficulty in enforcing comprehensive security.
The outstanding challenge is the definition and verification of
desirable security goals in these low-level policies.

Trent Jaeger on Secure Linux



EE Linuxis not asecure
operating system. However,

there are steps you can take
to improve It.

https://madaidans-insecurities.github.io/guides/linux-hardening.html
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KasperskyOS

Mwukposgpo

MoHuTop 6e3onacHocCTw,
CreHepUpPOBaHHbIA N3 MOANTUK
©e30MacHOCTIN 1 OnCaHuii
NHTEPPENCOB KOMMOHEHTOB

MoAnTVKM 1 NX KOMBUHAaLN
Ha ocHoBe Habopa pPasnNYHbIX
TUNoB dopmarbHbIX Moaenel

BesonacHoCTU

KOHCI)I/IpraLLVI;l _ _ _ Cratnveckaa _
6e30nacHoOCTH TpaHcnaLMs
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KasperskyOS

secu re by KOHTpOb 3a aprymMeHTamMmu: TUNn3auuvs 1 apeHa

d = OrpaqueHme MOBEPXHOCTU aTaku — pa3peLleHHbIE Bbl3OBbI

[eHepurpyeMbIi MOHUTOP 6&30MacHOCTY

«  CTOPOHHUW 3arpy>Xaemblii
Kon (apaviBepa) BHe sapa

 CokpaweHne TCB

« CekpeTbl, HaxoagLmecs
BHe apa
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Tpa.D,I/ILI,I/IOHHbIe MUUTUraummn

Bazosbie XapOeHHrn n BCe i OHN HY XXHblI

CtekoBas kaHapeiika (stack canary)
Pangomun3zauns agpecos (KASLR)

TpamnnmH (KPTI)
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Panoomnsaums agpecos - ASLR (address space layout randomization)

Stack Stack Stack

Library code

Library code

Program code

Program code

Heap

Program code

Library code
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Muoronukunin ASLR

PaHoomMimsaums pasmeLLeHns
MCMONHAEMOro Koga

PaHoomMirsaums pasmeLLeHns
CTEKOB MNOTOKOB

PaHoomMimsauns kyym

PaHoomMmnsauns Bcex
CErMeHTOB MNporpamMmbl

PaHOoomMmsaumns a1emMeHToB
BHYTPW CTPYKTYpbl

OCHOBHOro BuHapHMKa
LOnHammnuecknx moaynemn

PaHOooMn3aLms 6a30BOro agpeca cerMeHTa Kyun
PaHooM13aLmMa 9N1EeMEHTOB Kyul

PaHopomMmunzsauna pasmelleHns data/bss/ro
PaHoommsaums mmap
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KASLR 1 Mmnkposapo

ATaku, oT KOTopbix 3awmwaeT KASLR:

® ACE yepes nocTpoeHme
ROP/COP/JOP chain

® YTeuka gaHHbIX

Mwkpogapo

® MeHble ROP/COP/JOP gadget

® MeHblle cekpeToB

21



ROP gadgets: Kaspersky OS vs Linux

dev@dev-laptop:~/rop_test$ ropper --file vmkakos --section .text >
vmkakos.gadgets | tail -n 1

[INFO] Load gadgets for section: LOAD
[LOAD] loading... 100%

[LOAD] removing double gadgets... 100%

41293 gadgets found

dev@dev-laptop:~/rop_test$ ropper --file vmlinux --section .text >
vmlinux.gadgets | tail -n 1

[INFO] Load gadgets for section: LOAD

[LOAD] loading... 100%

[INFO] Load gadgets for section: LOAD

[LOAD] loading... 100%

[LOAD] removing double gadgets... 100%

220801 gadgets found
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KASLR (Kernel address space randomization)

16 @ KasperskyOSs
&3
«[lpo>kaHne 6ypepoB» [NonHasa paHaomMnsaung

Bnok kopa / 6ydep 1 Bnok kopa / 6ydep 1

Bnok kopa / 6ydep 2 Bnok kopa / 6ydep 2




Stack canary

void foo () {
char var| I

scanf (“%s”, wvar);
}

Ya3BUMbIN KO,

Appec Bo3BpaTa

CoxpaHeHHbIN bp

KaHnapelika
(cnyvainHoe 3HaYeHne)

var

Crek ppeinm foo

var

Opyron agpec Bo3Bpara

aaaa

ATaka
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Stack canary
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MNepe3anucob YteHue YrapbisaHue(fork)
Windows Cekuua data v Xor c ebp v HeT fork +/
OpenBSD RO cekuna « XOr c ret agpecomMm
Glibc(Linux) TCB/

data.rel.ro ¥
KasperskyOS data.rel.ro Xor S ebp v HeT fork +

/

[ns MHOXeCTBa apXUTEKTY:
x86, aarch64, arm

G




TpamnnnH (KPTI — Kernel page table isolation) 26

BEFORE KPTI AFTERKPTI

Kernel
Kernel Kernel
Space Space

Space

User User User
Space Space Space
Kernel and User Mode Kernel Mode User Mode

- mapped in PTs of both modes - not mapped in PTs of user mode



KPTI v performance downgrade 27
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KAISER will affect performance for anything that does system calls or interrupts. everything. ...
Most workloads that we have run show single-digit regressions. 5% is a good round number for
what is typical.



KPTIl n cekpeTbl B MVKpOKepHerse

Y HacC HeT
CeKpeToB




Intel SMEP /Arm PXN + Intel SMAP/Arm PAN

PXN/SMEP: Henb3as
NPOCTO TaK B34Tb

N UCMONTHNTb KOA,

B User-space
CTpaHuLax NnamaTu

Snpo

(ring0, su)

NMNonb3oBaTenbckuin
pexxum (ring3, us)
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PAN/SMAP: Henb3as
NPOCTO TaK B34Tb

N npounTaTb/3anmcaTb
AaHHble B user-space
CTpaHuLax



Pac%peHHble
GHapHbIe
MUTUraumnm




PaCLLIVIpeHHbIe MUuTuUraumn

W"*X npobnema
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CTpaHuubl ogHoBpeMeHHO writable+executable noeanebHbl png payload'a

S,

[aBainTe He 6ynem paspeliaTb co3naBatb W+X

CTpaHunupl?
[ [
NPUNOXEHNAM N 9apy C gpariBepamu
HeT Takom
capabilities n He Ho kak »xe BPF?

MeHdeMm default-bl

@ KasperskyOS

[aBaliTe He Oygoem paspewatb W+X

CTpaHunLpl?
[ |
NPUIOXEHNAM N a0py C gparisepamu
A 3anpeTtum!
Paspewmnm nuwb A zanpeTtum!
OTAENbHbIM Y Hac gpariBepbl —
nporpamMmanm, B user-space,
Hanpumep ¢ JIT, a 90po — MUKPO

Yyepes noJiInTUkKn



BbiBOObl
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Hanoxxuntb 6e30nacHOCTb Ha
CUCTEMY, 13HaYarbHa 019 3TOro He
CMPOEKTUPOBAHHYIO JOCTATO4YHO
C/IOXXHO

MuKpOKepPHEN XapAeHUTb HY>XHO,

XOTH HE BCE XapOAEeHUNHI' HY>XHbl

OnvpanTecb Ha MOAESb Yrpo3
1 BblOVparTe CBOW XapaeHVHII
ans ceonx OC



Cnacunb6o!

A Mbl — monioaupbl ©

AnHa MenexoBa oauTenb rpynmnbl Anna.Melekhova

@kaspersky.com



