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dnekTpomarHutHoe nsnydexdue: VGA n DVI

Wim van Eck: Electromagnetic Radiation from Video Display Units: An Eavesdropping Risk? Computers &
Security, Vol. 4, pp. 269-286, 1985.
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dnekTpomarHntHoe nsnyyexnune: HDMI
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Santiago Fernandez, et. al.: Deep-TEMPEST: Using Deep Learning to Eavesdrop on HDMI from its
Unintended Electromagnetic Emanations.
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https://doi.org/10.48550/arXiv.2407.09717
https://doi.org/10.48550/arXiv.2407.09717

dnekTpomarHntHoe nsnyyexnune: HDMI
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Santiago Ferndndez, et. al.: Deep-TEMPEST: Using Deep Learning to Eavesdrop on HDMI from its

Unintended Electromagnetic Emanations.

4/31


https://doi.org/10.48550/arXiv.2407.09717
https://doi.org/10.48550/arXiv.2407.09717

dnekTpomarHuTHoe nsnyderue: DisplayPor
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Dimitrije Erdeljan: Eavesdropping risks of the DisplayPort video interface. Doctoral thesis. 5/31



https://doi.org/10.17863/CAM.106182

AkycTnyeckne konebaHus

(A)

A — aTakyemas mawwuHa. B — mukpooH. C — uctounuk nutanus v ycunutens. D — ALM.
E — koMnbloTep 3710yMbILLINEHHKA.

Daniel Genkin, et. al.: RSA key extraction via low-bandwidth acoustic cryptanalysis. IACR Cryptology ePrint

. 6/31
Archive, 2013:857, 2013.



AkycTnyeckne konebaHus: RSA, kpuntoananus

M=CYmod N, N=pxgq

e Ataka Ha ocHOBe crieyuasbHbIM 0b6pa3oM NoAobpaHHbIX WUGPOTEKCTOB.
e 3Bnekaer no ogHoMy BUTYy CeKpeTHOro ktova 3a cooblueHne.
e OnTtumunzauuii Nel — kuTaiickas Teopema 06 octatkax: mod N — mod p, mod gq.

e Ontumusayuii Ne2 — pasHbie anropuTMbl YMHOXKEHNSI B 3aBUCMMOCTM OT pasmepa
MHOXUTeNs (B BaiiTax).

PasHble WwndpoTekcTbl — pa3sHble NOTOKYM ynpaBaeHusi — pa3Hoe sHepronoTpedbnerme L.

Daniel Genkin, et. al.: RSA key extraction via low-bandwidth acoustic cryptanalysis. IACR Cryptology ePrint
Archive, 2013:857, 2013.
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AkycTnyeckne konebaHus: RSA, cnekTpanbHblii aHanu3

M=C mod N, N=pxgq

g =0 gi =1

Daniel Genkin, et. al.: RSA key extraction via low-bandwidth acoustic cryptanalysis. IACR Cryptology ePrint
Archive, 2013:857, 2013.
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Ananuns 3Hepron0Tpe6J1eHm9|: n3mMmepeHune Hanpsa>kKeHms

25000 30000 35000 40000 45000 OudbcbeperymanbHbili aHanns:
1. Cbop Tpacc.

2. Pazbuenne Ha 2 mHoXecTBa.
3. VYcpepHeHne MHOXECTB.
4

. Bbluutanue ycpefHEHHbIX

Tpacc.

FE Y . ;lx
| llfM'

Paul Kocher, et. al.: Introduction to differential power analysis. Journal of Cryptographic Engineering,

Volume 1, pages 5-27 (2011).
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AHnanus sHepronoTpebnervus: AES-128
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X — OTKPbITbI TeKCT
K — cekpeTHbIii KiitoY
i — HOMep Tpacchl

n — Homep baiiTa

S — Tabnuua 3ameH

| — pesynbTat
MOACTaHOBKM
li,0(Xi,0)[0] — cyrkums
pasbuerusi

256 BO3MOXXHbIX
3HaveHunii Ko

Paul Kocher, et. al.: Introduction to differential power analysis. Journal of Cryptographic Engineering,

Volume 1, pages 5-27 (2011).
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Mepudbepniinbie ycTpoiicTBa

1. Het kpuntorpadpun, ectb obHoBnEHNE.
2. CeTeByto KapTy MOXHO B3/IOMaTb YAaNEHHO.

3. PCI Express no3sonsiet ycTpoiicTeam
B3auMogeiicTeoBaTh B obxog L.

4. BIOS ponxeH npasunbHo HacTpouTb Access Control
Services (PCle ACS).

1. K. Chen: Reversing and exploiting an Apple firmware update.

2. Loic Duflot, et. al.: Can you still trust your network card?

3. Arrigo Triulzi: Project Maux Mk.II.
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https://www.blackhat.com/presentations/bh-usa-09/CHEN/BHUSA09-Chen-RevAppleFirm-PAPER.pdf
https://cyber.gouv.fr/sites/default/files/IMG/pdf/csw-trustnetworkcard.pdf
https://www.yumpu.com/en/document/read/29271969/arrigo-triulzi-pacsec08-project-maux-ii

Mepudpepniinbie yctpoictea: DMA

Processor

Processor

System Bus

Host Bridge [Bus #0)

[E1NT [s]TTY [s]XEN N
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=
—
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PCI, LPC,
Legacy devices

Rafal Wojtczuk, et. al.: Another Way to Circumvent Intel Trusted Execution Technology. Tricking SENTER

into_misconfiguring VT-d via SINIT bug exploitation.
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https://invisiblethingslab.com/resources/misc09/Another%20TXT%20Attack.pdf
https://invisiblethingslab.com/resources/misc09/Another%20TXT%20Attack.pdf

@) epaTuBHasaA NamMATb: NOCTeneHHoe CTeKaHune 3apsaga

OTcyTcTBUE 3apsifa MOXKET VHTEPNPETUPOBATLCS NiaTo namMaTy kak O nan 1 gas pasHbIx
6/10KOB afpecos..

J. Alex Halderman, et. al.: Lest We Remember: Cold Boot Attacks on Encryption Keys. Proceedings of the
17th USENIX Security Symposium, July 28-August 1, 2008, San Jose, CA, USA.
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OnepatusHas namartb: AE

e B Ol'lepaTVIBHOVI NAaMATN XPaHATCA 33KprTbIVI KNKOY 1 NPpON3BOAHbIE OT HEro KAKO4HN.

e BbikpacTb BKJIOYEHHBI HOYTOYK — OXN1afUTb MAaTy — BCTaBUTb B CBOK MALUWHY — CKaHWPOBaTb.

J. Alex Halderman, et. al.: Lest We Remember: Cold Boot Attacks on Encryption Keys. Proceedings of the
17th USENIX Security Symposium, July 28-August 1, 2008, San Jose, CA, USA.
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OﬂepaTMBHaﬂ NnamMmATb: YCKOpeHue pa3psagkun outos

s * [ POCT OG'béMa namMaT™n — POCT NJIOTHOCTN A4EEK
row 4

row 3
row 2
row 1
row 0

Ha KpucTasie — YyCWIEHUE B3aNMHbIX BAVNSAHUNA.

e YacTble akTMBaLUM OJHOTO psifia — YCKOpeHune

e Bauskue psgbl, HO ganékue dpusnyeckue agpeca.
e DDR5 Per-Row Activation Counting (PRAC)
ycTpaHsieT npobaemy.

1
I
|
i
|
i
' Pa3pAaAgKnN A4eeK COCEAHNX HEQAKTUBHBIX PALOB.
|
|
|
I
|
|
¢

row-buffer

Yoongu Kim, et. al.: Flipping bits in memory without accessing them: An experimental study of DRAM
disturbance errors. 2014 ACM/IEEE 41st International Symposium on Computer Architecture (ISCA),
Minneapolis, MN, USA, 2014, pp. 361-372.
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OI'IepaTI/IBHaﬂ namMmAaTb: UaMmeHeHune 0T06pa>Keva, KOHTpOJ/J1ep NaMATU

REMAPLIMIT —epe
REMAPBA
4G

TOLUD

Processor’s view

Joanna Rutkowska, et. al.: Preventing and Detecting Xen Hypervisor Subversions.
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https://invisiblethingslab.com/resources/bh08/part2-full.pdf

OI'IepaTI/IBHaﬂ namMmAaTb: UaMmeHeHune OT06pa)KeHI/I$I, MOAYJ/1b NAMATHU

e

Physical DRAM
Address Space Address Space

s DIMM

: DRAM
o Address Space

Jesse De Meulemeester, et. al.: BadRAM: Practical Memory Aliasing Attacks on Trusted Execution
Environments. In 2025 |IEEE Symposium on Security and Privacy (SP), San Francisco, CA, USA, 2025, pp.
4117-4135.
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AnnapaTtHoe wudposaHune: SA

Tilo Miiller, et. al.: Self-encrypting disks pose self-decrypting risks. How to break Hardware-based Full
Disk Encryption. In 29th Chaos Communinication Congress, Hamburg, Germany, December 2012.
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AnnapatHoe wudposaHue: SGX, Page Fault

ec_mul(r, G):

res = 0

nbits = |r|

for (i = nbits-1; i>=@; i--):

res = dup point(res)

if (test_bit(r[i])):
res = add_points(res, G)

return res

test_bit{...}

add_points{...}

rli]==

ec_mul{...}

P3: °
0x9EB3q

P2: °
OxA6CBa

P1:
exA731e

OnepaTuBHas namsTb
3awndposaHa.

OC ckomnpomeTupoBaHa.
V npouecca Toabko 3
ctpanuubl (rip, src, dst).

OuepégHocTbio
BbI3bIBAEMbIX CTPaHULY,

BbIAAET CEKPETHbIA KoY.

Shweta Shinde, et. al.: Preventing Page Faults from Telling Your Secrets. In Proceedings of the 11th ACM

on Asia Conference on Computer and Communications Security, Xi'an, China, 2016, pp. 317-328.
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AnnapatHoe wudposaHue: SGX, Bra

Target Buffer

BTB

T T—
Kernel space

Bxa9fe8756

jmpl

User space

jmpi]

| S

oxffffa

BTB kewupyet nndopmaymio o
HeAABHUX jmp.

BTB xpaHut mnagwme outsi
afpeca WHCTPyKUMn —
KOLIM3NN — MefJIeHHee jmp.

OC ckomnpomeTunpoBaHa.

OC BbI3bIBaET KOAAN3NUN TaM,
rAe jmp 3aBUCUT OT CEKPETHOrO

KNo4a.

Bpemsa ncnonHeHus jmp BbigaéTt
3HaYeHMne CeKpeTHoro bura.

Sangho Lee, et. al.: Inferring Fine-grained Control Flow Inside SGX Enclaves with Branch Shadowing. In
26th USENIX Security Symposium (USENIX Security 17), Vancouver, BC, Canada, August 2017, pp. 557-574.
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Paspensiemble pecypcbl Kak CTOpOHHME KaHanbi: kew, AES-128

Kew Onepatushas namste e OpavH KBagpaT — OfiHa CTPOKa Kella.

e OpHa cTpoka kewa — 16 snemMeHTOB Tabanubl

3amMeH S .
o S[X,®K,], ne{0,...,15}, X — oTkpbITbIii
TekcT, K — cekpeTHbIli Kitoy.

e OpHa cTpoka kewa — 4 ctapwux buta nHaekca

X,®K, — ctapwas nonosuna baiita K.

e Mnagwas nonosuxa 6aiita K, Bo 2-m payHge.

AES 3710y MbILLIEHHVIK
Dag Arne Osvik, et. al.: Cache Attacks and Countermeasures: the Case of AES. In Topics in
Cryptology—CT-RSA 2006: The Cryptographers’ Track at the RSA Conference 2006, San Jose, CA, USA,

February 2005. Proceedings, pp. 1-20. Springer Berlin Heidelberg. 21/31



Paspensiemble pecypcbl Kak CTOpOHHUE KaHanbl: A

e V HUTel NCNONHEHUNS OLHOIO siApa

it inst, |
‘ Th::?ad }&; Decode & Thf:lﬂad ‘ O6L|.||ee AJTV.
uops | uops ' e Bpems ucnonnenus cneyunanbHoro
Habopa MHCTpyKuuii nossonsieT
Scheduler -
OLIeHNTb TeKYLLUii YPOBEHb 3arpysKu
_ [Port0 | Port ﬂ_ Port sj_ Porl 6 Pot2 |Port3 Potd Port7 | 4 . ywanyp Py
Emcex I'_l 1 111 | ka>xgoit n3 nogcuctem (Port 0 — 7)
; uDps uOps ulps qus

o [wTay] [NT A
INT DIV [T ML
VEC ALU [VEC ALY

i — KaKune MHCTPYKLMN B LAHHbIRA

MOMEHT BpPEMEHN NCNOJIHAKOTCA B

pESLE FEE ; cocefiHel HUTH.
AES | [Amscan :
WEC STH |
R e XapaKTepHble MUKpoOOnepaLun
ERANCH

BblAatOT CEKPETHbIE 6uThI.

Memory Subsystem

Alejandro Cabrera Aldaya, et. al.: Port Contention for Fun and Profit. In 2019 IEEE Symposium on Security
and Privacy (SP), San Francisco, CA, USA, May 2019, pp. 870-887. 22/31



Pa3,u,en$|eMb|e peCcypCbl KaK CTOPOHHUWE KaHaJibl: padCKpawwunBaHue Kewla

frame number frame offset

4 N h
31 ...15 14 13 12 11 10 9876 5432 10

. J &

cache set selector line index

e VYcTpaHeHue obLux pecypcos.

e OTaensHble BbIMMCNUTENbHbIE AApa

e BupTtyanbHbili agpec CTPOKM Kella OnpefensieT eé NpuHaaiexHOCTb K MHOXKECTBY.
e Pa3sHble HUTWM — pa3Hble CTPaHWLbl — Pa3Hble MHOXXECTBA Kella.

o Packpawneanue kewa: useta € {15,...,12}, scero 2* = 16.

Qian Ge, et. al.: A Survey of Microarchitectural Timing Attacks and Countermeasures on Contemporary
Hardware. Journal of Cryptographic Engineering (2018), Volume 8, pp. 1-27.
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Cl'IeKyJ'ISITVIBHOG ncnoJsiHeHue: Kewl — CTOpOHHVII7I KaHan

\  irezx = kernel address 1. AnnounpoBaTb obnacTb namsiTu pasmepom B 256 cTpaHuLl.

2 ;rbz = probe array 2. COpocuTb U3 Kella HavasibHble CTPOKMN KaXKAOW CTpaHuLbl.

s ;Read forbidden memory 3. MNpounTtaTth oanH BGalT AaHHLIX U3 HEJOCTYMHONR obnacTtu

4 ;-> Page Fault namstu. (ctp. 5)

» mov al, byte [rcx] 4. CnekynsTueHO npeobpasoBaTb 3HaveHue 3Toro baiita B agpec

6 ;Speculative execution Hadana crpammusl. (ctp. 9-11)

7 ;Convert byte walue into . .
5. CnekynsiTMBHO NpoYnTaTh HECKONbKO BaliT N3 Havana 3Toi
s ;page address 11
CTpaHuubl. (CTp.

o shl rax, Oxc P " ( P )

:Save secret wvalue in cache 0- V13MepuTb Bpems obpawieruns k Havany kaxaoii ns 256
11 mov rbx, qword [rbx + rax] CTpaHny.

Homep cTpaHuubl C t,,;, = 3HadeHunto balita HEAOCTYNHOW NamMsaTH.
Moritz Lipp, et. al.: Meltdown: Reading Kernel Memory from User Space. In 27th USENIX Security
Symposium (USENIX Security 18), Baltimore, MD, USA, August 2018, pp. 973-990.
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MobGou4Hbie achdekTbl Ha MukpoyposHe: ROM

JnekTpomMurpayms

ObpaTtHasi nHxeHepus

Wllllﬂlﬂllﬂlllmﬂ

Shahed E. Quadir, et. al.: A survey on chip to system

. . . . Peter Gutmann: Data Remanence in Semiconductor
reverse engineering. ACM Journal on Emerging Technologies

. . . . Devices. In Proceedings of the 10th USENIX Security
in Computing Systems, Vol. 13, No. 1, Article 6, April 2016.
Symposium, Washington, D.C., USA, August 2001, pp. 39-54.
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MobGou4Hbie achdekTbl Ha MukpoyposHe: Flash

Floating
gate Gate

AR —
Gate —pﬁ | Tunnel

i = 4+— .
oxide N/ O\ oxide

P-substrate

Source Drain

Peter Gutmann: Data Remanence in Semiconductor Devices. In Proceedings of the 10th USENIX Security

Symposium, Washington, D.C., USA, August 2001, pp. 39-54.
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MobouHble 3dpchekTbl Ha MUKPOYpPOBHE: DAMXKHUIT NHPPaKpaCHbI AMana3oH

o Copep>xumoe onepaTnBHOI
ety e e NamMAaTU MOXHO YBUAETb B
: 6nxHeM nHdpakpacHoM
AnanasoHe.

AES-128 — nalitu Tabauuy

--_-"-..’.\\"'-:\."-\LW\')‘L‘.\ ug M n 3aMeH — Ha6ﬂ|0AaTb 3a
SN IR R Tr . : :
TS AW MDA

: O6paLLI,6HVIF|MVI — N3BJ1E€Yb
S -\..‘5-.1.\.\\-\'...-\,\\11\ i = o e s s CereTHbIVI KJTHO4.

A -bwsm A

PG PO DD TN e T
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Alexander Schlgsser, et. al.: Simple Photonic Emission Analysis of AES. Photonic side channel analysis for
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>
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0x

the rest of us. In Cryptographic Hardware and Embedded Systems—CHES 2012: 14th International Workshop,
27/31

Leuven, Belgium, September 2012. Proceedings 14, pp. 41-57. Springer Berlin Heidelberg.
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1. 3ambikaHue A4 PECHOro N KOHTPOJIbHOIO KOHTAKTOB Flash namatn — nepexon B KOMaHAHYHO CTPOKY.

2. 3asemnntb LRESET# konTtakt TPM — nosTopHO nHuumannsnposats TPM — obmaHyTb yaanéHHyto

aTTecTauuio.

1. Brad Dixon: How to Root an Embedded Linux Box with a Sewing Needle.

2. Bernhard Kauer: OSLO: Improving the security of Trusted Computing. In Proceedings of 16th USENIX

Security Symposium (SS'07), Boston, MA, USA, August 2007, pp. 229-237.
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https://ivision.com/blog/root-an-embedded-box-with-a-needle/

Trusted Execution Environment: koHCTpykTuBHasi 6e3onacHoCTb?

...... e DopmanbHbIii noaxoa k BesonacHocTy.
4 Target VM VM
GvA  |[Sevice e HeposepenHas annapaTypa, HO
Space |Eesource| =+ | Process Process ‘ ‘ PrOCESS AOBEpeHHasa cpeda ucnonHenns?
...... I i [ e Mopgynb ans 6esonacHocTu, ans
GPA y y [cemel ¢ y Kemel l v OCTaNIbHOTO HeJOBEPEHHOE OKpY>KeHe?
o) nannfun Jinangan
Ty ] | | |._. :_|_ | ||l e KomnbtoTepHas besonacHocTb — 3T0
" [ | KOHEUHbI Pe3yNbTaT CyMMbl
T | - -
| I , / l HV | | AN3aiiHepCKNX peLleHunii Ha NPOTSXKEHUN
5 T [ | ' BCEro XWN3HEHHOro LKA
S';:ge [ IEE ' l—d | SP _| i | NpPOrpaMMHO-anMnapaTHOroO KOMMJIEKCa.
Yy J v YV

______ : | @] larav

Mathias Morbitzer, et. al.: SEVered: Subverting AMD'’s Virtual Machine Encryption. In EuroSec'18: 11th

European Workshop on Systems Security, Porto, Portugal, April 2018, pp. 1-6. 29/31



Basic Input/Output System: KOHCTpykTUBHAs Ge3onacHocTb?

BIOS viHuunannsupyer

IBV HeE3aBUCNMblE KOMMOHEHTbI.
Reference code

Vendor UEFI pernamenTtupyet

apxutekTypy BIOS.

UEFI Secure Boot
dparmenTupyer BIOS.

OEM MononuThbiii BIOS ynpoctut
Firmware

Developer APXNTEKTYPY.

HekoHTponupyemsie yactu BIOS
LOOJDKHBI UCMOJTHATBCS C

HaMMEHbLUNMW MPUBUNETUAMN.
Device

GIGARYTE DOthers SNMSUNG
Manufacturer

Binarly REsearch Team: PKfail: Untrusted Platform Keys Undermine Secure Boot on UEFI Ecosystem.
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https://www.binarly.io/blog/pkfail-untrusted-platform-keys-undermine-secure-boot-on-uefi-ecosystem

BekTop atakn

MpoTuBoaeiicTBue

3J'IeKTpOMaFH NTHOE n3any4HeHmne

LLIndposatue

AKyCTI/I‘-IeCKVIe KonebaHus

KoHTponb nepumeTtpa

AHann3 sHepronoTpebneHuns

KoHTponb nepumeTtpa

Mepudpepuiitbie ycTpoiicTea

MpasunbHas HacTpoiika BIOS

OnepaTtnBHas namaTb

DDR5

Paspensiemble pecypcbl

Wckntoyerne obwmx pecypcos

CI'IeKyﬂFITVIBHOE NCNOJIHEHNE

N3meneHmne HacTpoek LI

MuwkpoypoBeHb

KoHTponb nepumeTpa

Brepperne owmnbok

KoHTponb nepumeTpa

BbIBOp,bI! He NOBTOPATb owmnbKM
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Cnacunbo 3a BHumaHue!



	

