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intro

strace - trace system calls and signals

� man 1 strace

I -c Count time, calls, and errors for each system call and report a

summary on program exit.

I -p pid Attach to the process with the process ID pid and begin tracing.

I -e trace=set Trace only the speci�ed set of system calls.

I -e signal=set Trace only the speci�ed subset of signals.
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$ strace cat
execve("/bin/cat", ["cat"], [/* 40 vars */]) = 0
brk(0) = 0x155e000
access("/etc/ld.so.nohwcap", F_OK) = -1 ENOENT (No such file or directory)
mmap(NULL, 8192, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, 0) = 0x7f8691ab4000
access("/etc/ld.so.preload", R_OK) = -1 ENOENT (No such file or directory)
open("/etc/ld.so.cache", O_RDONLY|O_CLOEXEC) = 3
fstat(3, {st_mode=S_IFREG|0644, st_size=135526, ...}) = 0
mmap(NULL, 135526, PROT_READ, MAP_PRIVATE, 3, 0) = 0x7f8691a92000
close(3) = 0
access("/etc/ld.so.nohwcap", F_OK) = -1 ENOENT (No such file or directory)
open("/lib/x86_64-linux-gnu/libc.so.6", O_RDONLY|O_CLOEXEC) = 3
read(3, "\177ELF\2\1\1\3\0\0\0\0\0\0\0\0\3\0>\0\1\0\0\0P\34\2\0\0\0\0\0"..., 832) = 832
fstat(3, {st_mode=S_IFREG|0755, st_size=1729984, ...}) = 0
mmap(NULL, 3836448, PROT_READ|PROT_EXEC, MAP_PRIVATE|MAP_DENYWRITE, 3, 0) = 0x7f86914ed000
mprotect(0x7f869168c000, 2097152, PROT_NONE) = 0
mmap(0x7f869188c000, 24576, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_FIXED|MAP_DENYWRITE, 3, 0x19f000) = 0x7f869188c000
mmap(0x7f8691892000, 14880, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_FIXED|MAP_ANONYMOUS, -1, 0) = 0x7f8691892000
close(3) = 0
mmap(NULL, 4096, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, 0) = 0x7f8691a91000
mmap(NULL, 4096, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, 0) = 0x7f8691a90000
mmap(NULL, 4096, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, 0) = 0x7f8691a8f000
arch_prctl(ARCH_SET_FS, 0x7f8691a90700) = 0
mprotect(0x7f869188c000, 16384, PROT_READ) = 0
mprotect(0x60b000, 4096, PROT_READ) = 0
mprotect(0x7f8691ab6000, 4096, PROT_READ) = 0
munmap(0x7f8691a92000, 135526) = 0
brk(0) = 0x155e000
brk(0x157f000) = 0x157f000
open("/usr/lib/locale/locale-archive", O_RDONLY|O_CLOEXEC) = 3
fstat(3, {st_mode=S_IFREG|0644, st_size=2855152, ...}) = 0
mmap(NULL, 2855152, PROT_READ, MAP_PRIVATE, 3, 0) = 0x7f8691233000
close(3) = 0
fstat(1, {st_mode=S_IFCHR|0620, st_rdev=makedev(136, 0), ...}) = 0
fstat(0, {st_mode=S_IFCHR|0620, st_rdev=makedev(136, 0), ...}) = 0
fadvise64(0, 0, 0, POSIX_FADV_SEQUENTIAL) = 0
mmap(NULL, 139264, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, 0) = 0x7f8691a92000
read(0, "", 131072) = 0
munmap(0x7fb604be3000, 139264) = 0
close(0) = 0
close(1) = 0
close(2) = 0
exit_group(0) = ?
+++ exited with 0 +++



ptrace()

I ptrace(PTRACE_foo, pid, ...)

I PTRACE_TRACEME, PTRACE_SYSCALL, PTRACE_PEEKUSER,

PTRACE_PEEKDATA



strace

1. fork(), PTRACE_TRACEME or waitpid()

2. while(true)
I PTRACE_SYSCALL + waitpid()
I PTRACE_PEEKUSER + PTRACE_PEEKDATA

Àðãóìåíòû è âîçâðàùàåìûå çíà÷åíèÿ ñèñòåìíûõ âûçîâîâ

strace äîñòàåò èç àäðåñíîãî ïðîñòðàíñòâà tracee.
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data models

Personality � îäíî èç ïîääåðæèâàåìûõ ÿäðîì ABI.

Ó ðàçíûõ personality ìîãóò áûòü ðàçíûå ìîäåëè äàííûõ.

LP32 ILP32 LP64 ILP64

char 8 8 8 8

int 16 32 32 64

long 32 32 64 64

pointer 32 32 64 64

x86 è x32: ILP32. x86_64: LP64.
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Ïðîáëåìà

×òî ïðîèñõîäèò, êîãäà strace òðàññèðóåò ïðîãðàììó,

èñïîëüçóþùóþ äðóãóþ ìîäåëü äàííûõ?

Â àðãóìåíòàõ ñèñòåìíûõ âûçîâîâ ïîïàäàþòñÿ àðãóìåíòû òèïîâ

ñ íåÿâíî îïðåäåëåííîé äëèíîé, íàïðèìåð, long è pointer-òèïû.

À òàêæå ñòðóêòóðû ñ òàêèìè ïîëÿìè.
Ó íèõ åùå è ïðàâèëà alignment'à ìîãóò áûòü ðàçíûå.

Àðãóìåíòû è âîçâðàùàåìûå çíà÷åíèÿ ñèñòåìíûõ âûçîâîâ strace äîñòàåò

èç àäðåñíîãî ïðîñòðàíñòâà tracee.

� íåñêîëüêî ñëàéäîâ íàçàä

Â èòîãå � çàâèñèìîñòü èõ âèäà îò personality tracee.

Áîëåå òîãî, íåêîòîðûå òèïû çàâèñèìîñÿò îò data model tracee èíà÷å.
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int sigaltstack(const stack_t *ss, stack_t *oss);

typedef struct {

void *ss_sp; /* Base address of stack */

int ss_flags; /* Flags */

size_t ss_size; /* Number of bytes in stack */

} stack_t;

size_t, glibc: long. x86, x32 � 32, x86_64 - 64 áèòà.



int utime(const char *filename,

const struct utimbuf *times);

struct utimbuf {

time_t actime; /* access time */

time_t modtime; /* modification time */

};

time_t: äëÿ x86 è x86_64 � long (32 è 64), äëÿ x32 � long long

(64).



/*

* Most 64-bit platforms use 'long', while most 32-bit platforms use '__u32'.

* Yes, they differ in signedness as well as size.

* Special cases can override it for themselves -- except for S390x, which

* is just a little too special for us. And MIPS, which I'm not touching

* with a 10' pole.

*/

#ifndef __statfs_word

#if __BITS_PER_LONG == 64

#define __statfs_word __kernel_long_t

#else

#define __statfs_word __u32

#endif

#endif

struct statfs {

__statfs_word f_type;

__statfs_word f_bsize;

__statfs_word f_blocks;

<...>

}

� Linux/include/uapi/asm-generic/statfs.h



Ïðîáëåìà

strace äîëæåí çíàòü, ÷òî åìó äîñòàâàòü è êàê ïå÷àòàòü. Íî îí

íå çíàåò, êàê â äàííûõ ïðîãðàììû ñ äðóãîé personality

âûãëÿäÿò òå èëè èíûå òèïû.

Ìîæíî ïðîïèñûâàòü ðóêàìè.

There has to be a better way! Öåëü � ïîëóàâòîìàòè÷åñêè ñòðîèòü

âèä ñîñòàâíûõ òèïîâ äëÿ êàæäîé ïîääåðæèâàåìîé personality.



Ïðîáëåìà

strace äîëæåí çíàòü, ÷òî åìó äîñòàâàòü è êàê ïå÷àòàòü. Íî îí

íå çíàåò, êàê â äàííûõ ïðîãðàììû ñ äðóãîé personality

âûãëÿäÿò òå èëè èíûå òèïû.

Ìîæíî ïðîïèñûâàòü ðóêàìè.

There has to be a better way! Öåëü � ïîëóàâòîìàòè÷åñêè ñòðîèòü

âèä ñîñòàâíûõ òèïîâ äëÿ êàæäîé ïîääåðæèâàåìîé personality.



DWARF

DWARF is a debugging format

used to describe programs in C

and other similar programming

languages.

� wiki.dwarfstd.org

Íèêòî íå çíàåò, êàê âûãëÿäèò

òèï â ïðîãðàììå ñ êàêîé-ëèáî

personality ëó÷øå, ÷åì

ïðîãðàììà ñ òàêîé personality.



$ cat utimbuf.c
#include <utime.h>
typedef struct utimbuf utimbuf_t;
utimbuf_t mpers_target_var;

$ gcc -c -gdwarf-4 -m32 utimbuf.c

-m32 -m64 -mx32 -m16

Generate code for a 16-bit, 32-bit or 64-bit environment.

The -m32 option sets "int", "long", and pointer types

to 32 bits, and generates code that runs on any i386 system.

The -mx32 option sets "int", "long", and pointer types to 32 bits,

and generates code for the x86-64 architecture.

� man 1 gcc



$ readelf --debug-dump=info utimbuf.o

<...>

<1><ba>: Abbrev Number: 5 (DW_TAG_structure_type)

<bb> DW_AT_name : (indirect string,

offset: 0x95): utimbuf

<bf> DW_AT_byte_size : 8

<c0> DW_AT_decl_file : 2

<c1> DW_AT_decl_line : 37

<c2> DW_AT_sibling : <0xdf>

<2><c6>: Abbrev Number: 6 (DW_TAG_member)

<c7> DW_AT_name : (indirect string,

offset: 0x154): actime

<cb> DW_AT_decl_file : 2

<cc> DW_AT_decl_line : 39

<cd> DW_AT_type : <0x6a>

<d1> DW_AT_data_member_location: 0

<2><d2>: Abbrev Number: 6 (DW_TAG_member)

<d3> DW_AT_name : (indirect string,

offset: 0x19): modtime

<d7> DW_AT_decl_file : 2

<d8> DW_AT_decl_line : 40

<d9> DW_AT_type : <0x6a>

<dd> DW_AT_data_member_location: 4

<2><de>: Abbrev Number: 0



<1><df>: Abbrev Number: 4 (DW_TAG_typedef)

<e0> DW_AT_name : (indirect string,

offset: 0x117): utimbuf_t

<e4> DW_AT_decl_file : 4

<e5> DW_AT_decl_line : 6

<e6> DW_AT_type : <0xba>

<1><ea>: Abbrev Number: 9 (DW_TAG_variable)

<eb> DW_AT_name : (indirect string,

offset: 0xde): mpers_target_var

<ef> DW_AT_decl_file : 4

<f0> DW_AT_decl_line : 8

<f1> DW_AT_type : <0xdf>

<f5> DW_AT_external : 1



DWARF!

utimbuf.c �utimbuf.o �utimbuf.d �utimbuf.h

#include <inttypes.h>

typedef

struct {

int32_t actime;

int32_t modtime;

} m32_utimbuf_t;



Òèïè÷íûé di�

--- a/sysinfo.c

+++ b/sysinfo.c

@@ -1,9 +1,12 @@

#include "defs.h"

+#include DEF_MPERS_TYPE(sysinfo_t)

#include <sys/sysinfo.h>

+typedef struct sysinfo sysinfo_t;

+#include MPERS_DEFS

SYS_FUNC(sysinfo)

{

- struct sysinfo si;

+ sysinfo_t si;


