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Yrposbl 6be3onacHocTH YA
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Privilege Stack Pointer Branch | Speculative, CPU | Shared |Line Fill Data
Levels Authentication| Predictor |OoO Execution| Cache | Cache | Buffer |Prefetcher
X

Buffer Overflow

Buffer overflow — 80% owmnbok MO

Downfall X X
CacheWarp X X Branch predictor, speculative
PACMAN X X X execution — gpaneepel
. MPOM3BOANTENBHOCTM
Pathfinder X
Retbleed X X X
Cnabasg mogenb 3awWmThl NTaMaTH
Spectre X X X X
OTKPbLIBAET BO3MOXHOCTM ATAK
Meltdown X X X
Foreshadow X X
HpOKTVIKyeTCﬂ UrHOPUPOBAHME
GoFetch, Augury X X MEXAHM3MOB 3ALLMTH B YrOy
RIDL X X X MNPOM3BOANTENBHOCTH
Zombieload X X X X
faulTPM X Bonblwe Bcero artak NPOBOANTCA HA
mopynu CPU
TPM2.0 Out-of-bounds X
Owned by an iPod X
Ghost in the Wireless X

PClLeech X




Privilege Levels, Hypervisor
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PMP / ePMP
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IOPMP
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Programming Interface
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IOMMU
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System < Memory
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SYS BUS

IOMMU 0
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10 VAddr => PhyAddr l
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LS Peripheral

LS Peripheral

LS Peripheral

PhyAddr 10 VAaddr|
nbound IO Bridge 0 i(—
traffic
Outbound traffic >
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Hostinterface
IOMMU 1
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HS Peripheral
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Haet poctyn 1O moaynei «
BUMPTYQsbHbIM QAPECAM

[ToorpammHo KOHGUIYpUPYeEMBIl
KOHTEKCT NOAKIMIOYEHHbIX YCTPOMCTB

IByxaTanHas TpaHCnaums agpecos

VIcnonbayeT Takne xe dbopmaTsl

Tabnuy, namatn, kak MMU 8 CPU

[1lpocToe ynpaenexne namstsio

ObecneyrBaeT NPSMON KOHTPOIb
roctesbix OC Hag |O moaynamm




WorldGuard
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Control-flow Integrity (CFl) Capabilities

Shadow Stack
s
Stack
retaddr func_z:
regs save ra to stack
prologue
vars save ra to sstack
tadd . <do smth>
ret addr
2 check ret addr
regs I
v vars ¢ epilogue
return
exception
Shadow Stack
ret addr
ret addr
ret addr
N\

Landing Pads

4 I
HART status reg
[ [ELP | ]
A
func_x:
. <do smth>
Toad call addr func_y:
. — .
indirect call Tanding pad
. <do smth> . <do smth>
indirect j — t
indirect jump return
. <do smth>
exception
func_z:
\_;save ra to stack
... <do smth>
o J
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Hoewii pernctp Shadow Stack
Pointer

Hosblie komangs SSPUSH,
SSPOPCHK 1 SSAMOSWAP

B Shadow Stack moryt nmcars
TONBKO MHCTPYKLMM PACLIMPEHMS

He paboraer 8 M-mode

Landing Pads: Hosas uHcTpykums

LPAD

Kontpons uenert Indirect Call /Jump

PO6OTO€TBOBC€XpeXMMOX
NCNOJTHEHNA




CHERI
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CoVE, CoVE IO YA
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TSM-driver (Root Security Manager)
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RISC-V CPU(s)

Memory Isolation, Confidentiality, Integrity
and Replay-protection

Root of Trust IOMMU || IOMMU

InTVM TCB In platform TCB




MexaHU3Mbl 3aLWMThI

Privilege Stack Pointer Branch | Speculative,
Escalation Authentication| Predictor |OoO Execution

Hypervisor X

PMP / ePMP X X
IOPMP / IOMMU

Shadow Stack X

Landing Pads X X

CHERI X X X X
CoVE /CoVE IO X

WorldGuard

Line Fill
Buffer

Data
Prefetcher

Y
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CHERI sawmwiaer «oT Bcero», Ho
CNOXHO PEAnM3yemo 1 meHsaeT [SA

IOPMP sawpmwaet ot DMA-aTak

ePMP 3akpbiBaeT mHOXECTBO
sekTopos atak Ha CPU (HART)

Landing Pads — sdbdektmsro 1 péeso

ePMP + Shadow Stack +
Landing Pads + WorldGuard

kak anstepHatea CHERI




SoC with external TPM / eSE
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[pocToit cnocob yeunuts
He3onacHOCTL 6A30BOro BAPUAHTA

CrK

HCW Bo BHeLwHeM nepumeTpe
obecneumsaeT He3onacHoe
XPAHEHME W YNIPOBNEHME AAHHBIMM

BHewHWit MCTOYHMK foBEPUS MMeeT
OTFPAHUYEHHBIV KPYT CLEHAPUWEB
MCMNONb3OBAHMS

Cnaboe MecTo TaKoM cxembl —
kanan cesam mexay CHK 1

moaynem TPM / eSE




SoC with PMP + IOPMP YA
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SoC with Secured HART \ /N
) \ Do

- --=--=-"" ‘| ~
1 Trusted [SSLP]| 1 SS|LP
| HARTO ; HART 1 (SS|LP] —
1
. [ Trusted App ] : [ App I App ] c Y ) () Trusted HART - M3ONMPOBAHHOE
1 [ DMA 2
l Trusted OS | Rich 0S [ } o ROEE BERBOCIORRARehiliE
1 ) 1 : A c
Hypervisor Hypervisor =
; e ! e S % 3 DRAM
, : _[ = ] @ % 2
fl.__[ Firnware | : rmware Sec £ Trusted HART crapryet nepsbim
1 \ V4 I \ { Mem g
| MMU S| MMU v Yy L= Sec Mem
¥a PMP ! PMP IOPMP / IOMMU | k )
N I . [Mamats B npepenax Trusted HART
cymTaeTcs HesonacHow,
~ OCTQMbHAS — YCNOBHO HE30MaCHOM
\ 4 \ 4 \ 4
[ SYS BUS ]
Tonsko Trusted HART ynpasnset
MEXAHM3MaMK 6e30MacHOCTH
| HSIO BUS ] | LSIO BUS ]
_ [MooussoautensHoe sapo CHK
— Y/ 3QHATO HeMpobUIbHOW 3aaayelt
>/ I0PMP / IOMMU | IOPMP / IOMMU |
© © ©
[} Q (]
5 s 5
= = = »  Storage
v v & @ Q@
HS Peripheral HS Peripheral A A A
(PCIE, USB, etc.) (PCIE, USB, etc.) L U




SoC with Secure Subsystem YA
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SoC with WorldGuard /€
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Bonpockl paspabotku gosepenHoro MO gns
3awmwénHbix CHK



Cucrema [osepenHoi 3arpysku / Secure Boot

SoC ROM

-

SoC Producer Boot Flow

x86: BIOS / UEFI
FW / Loader ARM: ARM Trusted FW, UEFI (rare)
(Bpteal RISC-V: custom FW

TEE (0S) ARM: ARM TEE
(optional) RISC-V: custom TEE

/

SB Producer Apps

\

SB Configuration Management
SB Mngt App SecCmd Object Management
TEE interaction

¢:I¢:.<b

Common Boot Flow

Bootloader x86: Windows Boot Manager
ARM / RISC-V: UBoot, GRUB2, BURG, Syslinux, etc.

(0]

SW Vendor Assets
Vendor ID
Vendor Product Version
Vendor Product Key
Vendor Data Encryption Key

Vendor Authentication Key
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Llens sarpyskun OC Ha CHK ¢
BKITIOYEHWMEM B HEE KOMMOHEHTOB
cToporHmx paspabotumkos CL3

SW Vendor npepocrasnset
VHOMBMOYANbHBIM NakeT kmoder ana HW
Vendor ang noaaepxanms ypoeHs
6esonacHoct CI3 1 pansHeMwero
YNPOBNEHUA

[NepenaHHbit NaKeT KNioYel XPAHUTCS B
3ALUMLLEHHOM XPAHMUIMLLE M YNPABASETCS

NCH ChK

Hannbie npuHaanexauwme SW Vendor
XPAHATCA B OTASNIbHOM BHELLHEN
MUKPOCXEME NAMSTH

B cnydae HEBO3MOXHOCTM MCNONL30BATL
CTOPOHHIOKO YACTb Lenu 3arpysku, bymet
paboTaTh 3Arpy3umnK MO YMOMUAHMIO OT
npowssoantens CHK
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Cnacubo 3a BHMMAHMe!

* He nosepsetee He posepsiitel [MposepsiiTel

* Teopwusvs [lpaktnka = HokymeHTtauns vs Peanmaaups

* OpuH B none He BouH! beszonacHOCTb — 3TO Pe3yNbTAT KOMNEKTUBHBIX YCUMMIA:
Producer — Vendor — Deployer / Maintainer — User

* Kommynukaums + Konnabopaums = Pesynbtat

* Hapo. Henats. CraHpapTs.
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