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dPa33uHr aapa Linux

syzbot

| Linux v

sign-in | mailing lisc | source | docs

|t Open [1934]' = subsystens| [ Ficed (5302]] [ Invalid [(12659]] [ Wissing Backports (95]] [ Kernel Health] [o Bug Lifetines| [# Fuzzing] |

Cl-gqemu-upstream
cl-genu-upstrean-386
Slegenud-armiz

i —arme4
Sl-genu2-arme4-compat
ci-gemuz-arme4-mte
cl-gemu2-riscved
ci-upstream-bpf-kasan-goe
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cl-upstrean-goe-armad
cl-upstrean-gce-leah
ci-upstream-k; bag
cl-upstrean-hasan-gee
ch-ypstrean-kasan-gee-366
ci-upstream-hasan-goe-root
ci-upstrean-k Linux-root
ci-ypstrean-kasan-goe-smack-root
ci-upstream-hn: 3B6-root

Ates-root

ci-upstream-kmsan-goe-root
ci-upstream-linux-next-hasan-gee-root
ci-upstream-net-kasan-goe
ci-upstream-net-this-hkasan-gee
ci2-upstrean-fs
ciZ-upstream-hosan-goe
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ca2-upstream-ush
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Instances [tested repos]:
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Execs
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1s3ai1g
Tegea7
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Commit
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Kernel build

config  Freshness
.config 17h19m
.canfig 17h19m
.config 17h19m
.canfig 17h19m
.config 17h19m
.config 17h19m
.config B2d
.config 4d13h
.config 3d22h
.config 12d
.canfig 1d17h
.config 1d17h
.canfig 1d17h
.config 1d17h
.config 1d17h
.config 1d17h
.config 1d17h
.config 7d19h
.config 7d17h
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.config 4d13h
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.config 4d13h
.config 11d

1l P TIPS

without_kmemleaR-p1@-un-def-6.1.79-alt@.c18f.2 syzRaller
Stats:

revision eB851edcl

config without_kmemleak-..
Status uptime 102h14md7s

o  fuzzing 347ha4m0s
£ corpus 572631

triage queue [}

signal 10746772

coverage 6078064

syscalls 2832
falling crash types 30 (0/hour)
falling crashes 293 (2/hour)
falling exec candidate 1423914 (232/min)

exec collide 9186239 (24/sec)
failing exec fuzz TSZT(?;‘S?:H )

exec gen our
failing exec hints 18105713 (49/sec)

exec minimize 18373793 (49/sec)

exec seeds 46369 (453/hour)
failing exec smash 4938025 (13/sec)
fatling exec total 56307025 (153/sec)
fatling exec triage 4230852 (11/sec)
falling executor restarts 2467 (24/hour)
falling max signal 11824432 (32/sec)
failing new inputs 1216806 (198/min)

rotated inputs 119012 (19/min)

suppressed 3 (8/hour)
failing vm restarts 562 (5/hour)
failing

Crashes:

Description
BUG: sleeping_function called from invalid context i..

WARNING in Rvm_vcpu reset

INFO: rcu detected stall in perf event_open

WARNING in __floppy_read_block 8

suppressed report

WARNING in vmci_datagram_dispatch

WARNING: suspicious RCU usage in sta remove link
SYZFATAL: Manager.MewInput call failed: read tcp IP:.
INFO: rcu detected stall in corrupted
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PaccmaTtpuBaemoe cpabatbiBaHue

NcnpasneHo 08.03.2024



atyt  WARNING In vmci_datagram_dispatch

UcnpaBneHune cpabaTbiBaHUA

diff --git a/drivers/misc/vmw_vmci/vmci_datagram.c b/drivers/misc/vmw_vmci/vmci_datagram.c
index f50d228824769..27853b31e288b1 100644

-—- a/drivers/misc/vmw_vmci/vmci_datagram.c

+++ b/drivers/misc/vmw_vmci/vmci_datagram.c

@@ -234,7 +234,10 @@ static int dg_dispatch_as_host(u32 context_id, struct vmci_datagram *dg)

dg_info—in_dg_host_queue = true;
dg_info—sentry = dst_entry;
memcpy(&dg_info—smsg, dg, dg_size);
memcpy (&dg_info—msg, dg, VMCI_DG_HEADERSIZE);
if (dg—payload_size) {
memcpy (dg_info—msg_payload, VMCI_DG_PAYLOAD(dg), dg—payload_size);

+ 4+ + + 1

INIT_WORK(&dg_info—work, dg_delayed_dispatch);
schedule_work(&dg_info—work);
@@ -377,7 +380,10 @@ int vmci_datagram_invoke_guest_handler(struct vmci_datagram *dg)

dg_info—1in_dg_host_gqueue = false;
dg_info—entry = dst_entry;
memcpy (&dg_info—msg, dg, VMCI_DG_SIZE(dg));
memcpy(&dg_info—smsg, dg, VMCI_DG_HEADERSIZE);
if (dg—payload_size) {
memcpy(dg_info—>msg_payload, VMCI_DG_PAYLOAD(dg), dg—spayload_size);

+ 4+ +

INIT_WORK(&dg_info—swork, dg_delayed_dispatch);
schedule_work(&dg_info—work);

drivers/misc/vmw_vmci/vmci datagram.c



https://lore.kernel.org/lkml/20240110104042.31865-1-kovalev@altlinux.org/T/

aity PykoBOACTBO Nno oTnpaBKe UcrnpaBrieHUM

Essential qguide

Submitting patches: the essential guide to getting English

your code into the kernel

For a person or company who wishes to submit a change to the Linux kernel, the process can sometimes
be daunting if you're not familiar with “the system.” This text is a collection of suggestions which can
greatly increase the chances of your change being accepted.

Submit patches to -stable tree

Procedure for submitting patches to the -stable tree

Note:

Security patches should not be handled (solely) by the -stable review process but should follow
the procedures in Documentation/process/security-hugs.rst.


https://www.kernel.org/doc/html/latest/process/submitting-patches.html
https://www.kernel.org/doc/html/latest/process/stable-kernel-rules.html#procedure-for-submitting-patches-to-the-stable-tree
https://www.kernel.org/doc/html/latest/process/stable-kernel-rules.html#procedure-for-submitting-patches-to-the-stable-tree
https://www.kernel.org/doc/html/latest/process/stable-kernel-rules.html#procedure-for-submitting-patches-to-the-stable-tree

base

TpyAHOCTHU OOLLEeHNA C coobLecTBOM

From Linus Torvalds <>

Date Fri, 26 Jan 2024 12:25:05 -0800
Subject Re: [PATCH] eventfs: Have inodes
have unique inode numbers

Steven,
stop making things more complicated than
they need to be.

And dammit, STOP COPYING VFS LAYER
FUNCTIONS.

It was a bad idea last time, it's a horribly bad
idea this time too.

[.]

Src: lore.kernel.orqg



https://lore.kernel.org/all/CAHk-=wgZEHwFRgp2Q8_-OtpCtobbuFPBmPTZ68qN3MitU-ub=Q@mail.gmail.com/
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27.12.2023 MNMucbmo menHTenHepam apansepa VMware VMCI
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linux-kernel.vger.kernel.org archive mirror

* [PATCH 0/1] misc/vmw_vmci: fix filling of the msg and msg_payload in dg_info struct
@ 2024-01-10 10:40 kovalev

2024-01-10 10:40 ° [PATCH 1/1]1 " kovalev

2024-01-10 10:53 ° [PATCH 1" Gr

0 siblings, 2 replies; 6 ges ac
From: kovalev @ 2024-01-10 10:40 L (perma k

To: bryantan, vdasa, pv-drivers, arnd, gregkh, linux-kernel
Cc: kovalev, nickel, oficerovas, dutyrok

Warning detected by tracking mechanisms __fortify_memcpy_chk, added 2021-04-20.
The proposed patch (PATCH 1/1) introduces changes to meet the new requirements.

The reproducer (repro.c) was generated using the syzkaller program and minimized
(Thanks Alexander Ofitserov <oficerovas@altlinux.org>):

Src: submit patches to upstream



https://lore.kernel.org/lkml/20240110104042.31865-1-kovalev@altlinux.org/T/
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27.12.2023 MNMucbmo menHTenHepam apansepa VMware VMCI

10.01.2024 MoBTOpHas oTNpaBKka UCMPABEHMUS C YKasaHMEM agpeca pacCbifku



g

aityt.  WARNING in vmci_datagram_dispatch

27.12.2023 MNMucbmo menHTenHepam apansepa VMware VMCI
|

05.01.2024 UcnpaBneHue 3Ton e owumbkn oTnpaBneHo komnaHuen Oracle
i
|

10.01.2024 ¢ ToBTopHas oTnpaeka UCMpaBIieHNs C yKasaHnem agpeca pacCbiiku

10.01.2024 OT1BeT 0 ToMm, 4YTO KOoMnaHuA Oracle npucbinana Nnoao6HbIe M3MEHeHUs
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UcnpaBneHune cpabaTbiBaHUA

diff --git a/drivers/misc/vmw_vmci/vmci_datagram.c b/drivers/misc/vmw_vmci/vmci_datagram.c
index f50d228824769..27853b31e288b1 100644

-—- a/drivers/misc/vmw_vmci/vmci_datagram.c

+++ b/drivers/misc/vmw_vmci/vmci_datagram.c

@@ -234,7 +234,10 @@ static int dg_dispatch_as_host(u32 context_id, struct vmci_datagram *dg)

dg_info—in_dg_host_queue = true;
dg_info—sentry = dst_entry;
memcpy(&dg_info—smsg, dg, dg_size);
memcpy (&dg_info—msg, dg, VMCI_DG_HEADERSIZE);
if (dg—payload_size) {
memcpy (dg_info—msg_payload, VMCI_DG_PAYLOAD(dg), dg—payload_size);

+ 4+ + + 1

INIT_WORK(&dg_info—work, dg_delayed_dispatch);
schedule_work(&dg_info—work);
@@ -377,7 +380,10 @@ int vmci_datagram_invoke_guest_handler(struct vmci_datagram *dg)

dg_info—1in_dg_host_gqueue = false;
dg_info—entry = dst_entry;
memcpy (&dg_info—msg, dg, VMCI_DG_SIZE(dg));
memcpy(&dg_info—smsg, dg, VMCI_DG_HEADERSIZE);
if (dg—payload_size) {
memcpy(dg_info—>msg_payload, VMCI_DG_PAYLOAD(dg), dg—spayload_size);

+ 4+ +

INIT_WORK(&dg_info—swork, dg_delayed_dispatch);
schedule_work(&dg_info—work);

drivers/misc/vmw_vmci/vmci datagram.c



https://lore.kernel.org/lkml/20240110104042.31865-1-kovalev@altlinux.org/T/

atyt  WARNING In vmci_datagram_dispatch

®ﬂ in}dex X kgrnel/git torvalds/linux.git

author .org>  2024-02-19 13:53:15 +0300
committer Kees Coo i 2024-03-01 16:03:32 -0800
commit - 1b717 27bd376 (patch)

tree

parent

download

VMCI:

The changes are similar to those given in the commit
run-time warning in ispatch_.

load in dg_info stru
detected field-spann write" of memcpy warr
by the trac z mechanism __fort /_memcpy_chk.
/ Kovalev
el.org/r/2

Kees Cook <keescool

Src: upstream commit



https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=e606e4b71798cc1df20e987dde2468e9527bd376
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05.01.2024

10.01.2024

10.01.2024

19.02.2024

NMucemo menHTenHepam gpavieepa VMware VMCI

WcnpasneHue aTon xe owmnbku oTnpasneHo komnaHunen Oracle

MoBTOpHasA OTNpaBKa UCTPaBIEHUs C yKasaHMEM agpeca pacCbiiku

OTBeT 0 ToM, 4YTO KOMNaHus Oracle npucbinana NogobHbIE N3MEeHEHNSA

OTI'IpaBJ'IeHbI ncrnpasneHna gn4d aHanorn4yHom I'IpO6J'IeMbI
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27.12.2023

05.01.2024

10.01.2024

10.01.2024

19.02.2024

08.03.2024

NMucemo menHTenHepam gpavieepa VMware VMCI

WcnpasneHue aTon xe owmnbku oTnpasneHo komnaHunen Oracle

MoBTOpHasA OTNpaBKa UCTPaBIEHUs C yKasaHMEM agpeca pacCbiiku

OTBeT 0 ToM, 4YTO KOMNaHus Oracle npucbinana NogobHble N3MeHEHNSA

OTI'IpaBJ'IeHbI ncrnpasneHna gn4d aHanorn4yHom I'IpO6J'IeMbI

N3meHeHus NPUHATbBI B OCHOBHYIO BETKY Apa



altyl N3BneyeHHblIe YPOKH

2

YeTko cnepgoBaTh npouenype
OTBETCTBEHHOro
pasrnalueHus, onpeaeneHHom
NS KOHKPETHOTO
nporpamMmmHoro o6ecnevyeHus



base

BianmoaneucrteBue

C MeXAyHapoaHbIM
coooLwecTBOM
pa3paboTYNKOB NPOKCHU-
cepBepa Squid

Ha npumepe ysa3BMMOCTH
CVE-2023-46848



base

aity{ PaccmatpuBaemasi ya3BUMOCTb

DoS: CWE-193: Incorrect
conversion between
Numeric types

Severity: 8.6 (high)

cnpaeneHo
21.10.2023
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XpoHonorna coobITUN

05.05.2023 [MMCbMO B 3aKpPbITbIN CMIUCOK PaCCbINKN
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g

05.05.2023 MMCbMO B 3aKPbITbIN CMIMCOK PaCChISIKK

08.05.2023 3a|<pb|Toe noareepXaeHmne ya3BuMoCTU

27.05.2023 3akpbITOE UcnpasneHne



WG CVE-2023-46848

UcnpaBneHue ya3BMMOCTU

v b2 mm src/acl/iexternal/ebirectory_userip/ext_edirectory_userip_acl.cc {9

. @8 -1555,7 +1555,7 @8 MainSafe(int argc, char **argv)
555 1555 /* BINARY DEBUGGING *
1556 1556 local_printfx("while() -> bufa[%" PRIuSIZE "]: %s~, k, bufa);
1557 1557 for (i B; i< ki ++i)
1558 - local_printfx("%02x", bufafi]):

1558 + local_printfx("%@2x", static_cast<unsigned int=(static_cast<unsigned char>
{bufai])});

local_printfx{"in"};
* BINARY DEBUGGING */
i* Check for CRLF */

4

v F2am srefanypfuri.cc (0 5
s 88 -71,7 +71,7 88 AnyP::Uri::Encode(const SBuf 8buf, const CharacterSet &ignore)

71 71 while {litk.aténd(}) {

72 72 A1 TODO: Add Tokenizer::parseOne{void)

73 73 const auto ch = tk.remaining()[@]:

T4 - output . appendf ("¥%%@2X", static_cast<unsigned int=(ch)); // TODO: Optimize using a table

74 - output.appendf(“%¥%02X", static_cast<unsigned int>(static_cast<unsigned char>(ch))}: //
TODO: Optimize using a table
(void)tk.skip{ch);

if (tk.prefix{goodSection, ignore))

src/acl/external/eDirectory userip/ext edirectory userip acl.cc



https://github.com/squid-cache/squid/commit/65d21317e0318d9549b560f62eb06be39edee774
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21.10.2023

MMCbMO B 3aKPbITbIN CMIMCOK PaCChISIKK

3a|<p bITOE nNoaTBepXxXgeHmne ya3BmuMOoCTH

3akpbITOE UcnpasneHne

[My6nnyHoe packpbiTue (penus ¢ ucrnpaeneHnem)



WG CVE-2023-46848

Credits:

This vulnerability was discovered by Joshua Rogers of Opera Software.

Revision history:

2023-10-12 11:53:02 UTC Initial Report

Src: SQUID-2023:5 GHSA



https://github.com/squid-cache/squid/security/advisories/GHSA-2g3c-pg7q-g59w

altyl N3BneyeHHblIe YPOKH

YeTko cnepgoBaTh npouenype CamMocCToATENbHO
OTBETCTBEHHOrO ycTaHaBnMBaThb nepuopn
pasrnalleHusi, onpeaeneHHom ambapro
NS KOHKPETHOro Ha HepasrnalleHue
nporpammHoro obecrnevyeHus MHopMaLnK

06 ya3BMMOCTH
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B3anmoneucrteue

C MeXAyHapoOAHbIM
CcooOLLeCTBOM
pa3paboTynkosB
ounonuoteku Libvirt

Ha npumepe ysa3BMMOCTEN
CVE-2024-1441 n CVE-2024-2494



base

aityt PaccmaTtpuBaembie yA3BMMOCTH

DoS: CWE-193:
Off-by-one Error

Severity:

cnpaeneHo
01.03.2024

DoS: CWE-789: Memory
Allocation with
Excessive Size Value

Severity:

cnpaBneHo
21.03.2024



sty ~ CVE-2024-1441

UcnpaBneHue ya3sBMMOCTHU

v [A src/interface/interface_backend_udev.c [ +1 -1

. @@ -222,7 +222,7 @@ udevListInterfacesByStatus(virConnectPtr conn,
222 222 g_autoptr(virInterfaceDef) def = NULL;

223 22
224 224 /* Ensure we won't exceed the size of our array */
225 - if (count > names_len)
225 |+ if (count >= names_len)
226 226 break;
227 227

path = vdev_list_entry_get_name(dev_entry);

srcl/interface/interface_backend_udev.c




aiyt  CVE-2024-1441

«This bug is subject to a 90 day disclosure deadline. If a fix for this issue is made
available to users before the end of the 90-day deadline, this bug report will
become public 30 days after the fix was made available. Otherwise, this bug report

will become public at the deadline.»

Src: Project Zero Vulnerability Disclosure FAQ



https://googleprojectzero.blogspot.com/p/vulnerability-disclosure-faq.html

sty ~ CVE-2024-1441

XpoHonorna coobITUK

[McbMO B 3aKpbIThIM CMNCOK PacChISiKn
c ambapro 90 gHewn

09.02.2024
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09.02.2024 [McbMO B 3aKpbIThIM CMNCOK PacChISiKn
c ambapro 90 gHewn

12.02.2024 3akpbiToe npucsoeHne CVE



aiyt  CVE-2024-1441

09.02.2024 [McbMO B 3aKpbIThIM CMNCOK PacChISiKn
c ambapro 90 gHewn

12.02.2024 3akpbiToe npucsoeHne CVE

01.03.2024 [MyGrninyHoe packpbiTe (KOMMUT B MacTep-BETKY)



W5 CVE-2024-2494

UcnpaBneHue ya3BMMOCTU

v [3) src/remote/remote_daemon_dispatch.c [f +65 -0  (J | View file @ 8a3f8d95
2497 2505 goto cleanup;
2498 2506 flags = args->flags;
2499 2507
2508 4 if (args->nparams < 8) {
2509 4 virReportError(VIR_ERR_INTERNAL_ERROR, "%s", _("nparams must be non-negative"));
2510  + goto cleanup;
2511 | + }
2500 2512 if (args->nparams > REMOTE_DOMAIN_BLOCK_STATS_PARAMETERS_MAX) {
2501 2513 virReportError(VIR_ERR_INTERNAL_ERROR, "%s", _("nparams too large"));
2502 2514 goto cleanup;
2516 if (args->nparams)
2517 params = g_newd(virTypedParameter, args->nparams);
2518 nparams = args->nparams;

src/remote/remote daemon dispatch.c



https://gitlab.com/libvirt/libvirt/-/blob/v10.0.0/src/remote/remote_daemon_dispatch.c?ref_type=tags

W CVE-2024-2494

The general aim of the team is to have embargo dates which are two weeks or
less in duration. [...] In exceptional circumstances longer initial embargoes may

be negotiated by mutual agreement [...]. Any such extended embargoes will aim to

be at most one month in duration.

Src: Libvirt Security Process



https://libvirt.org/securityprocess.html

M5 CVE-2024-2494

XpoHonorna coobITUN

01.03.2024 [MMCbMO B 3aKpbIThIA CMIUCOK pacchbifku ¢ ambapro 14 aHen
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XpoHonorna coobITUN

01.03.2024 [MMCbMO B 3aKpbIThIA CMIUCOK pacchbifku ¢ ambapro 14 aHen

|
|
06.03.2024 ’ 3akpbiToe 0bCcyxaeHne ncnpasneHnun
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
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01.03.2024 MncbMOo B 3aKpbIThIN CIMCOK pacchiiikv ¢ ambapro 14 aHen

06.03.2024 3akpbiToe 0bCcyxaeHne ncnpasneHnun

14.03.2024 HanomunHaHne 06 ncredeHumn nepunona ambapro



aityt  CVE-2024-2494

g

01.03.2024 M1cbMO B 3aKpbITbI CIMCOK pacchinkv ¢ ambapro 14 aHen
|
!

06.03.2024 | 3akpbiToe 0bCcyxaeHne ncnpasneHnun
|

14.03.2024 HanomunHaHne 06 ncredeHumn nepunona ambapro

15.03.2024 3akpbiToe npucsoeHne CVE



alt 3l CVE-2024-2494

g

01.03.2024 M1cbMO B 3aKpbITbI CIMCOK pacchinkv ¢ ambapro 14 aHen
|
!
06.03.2024 3akpbiToe 0bCcyxaeHne ncnpasneHnun
i
14.03.2024 ¢ HanomwuHaHvie 06 ncreyeHnn nepuoga ambapro
|
15.03.2024 () 3akpbiToe npucsoeHne CVE

|
|
18.03.2024 ‘ [10roBOPEHHOCTb O packpbITUKN Yepes 2 AHSA
|
|
|
|
|
|
|
|



alt 3l CVE-2024-2494

g

01.03.2024 M1cbMO B 3aKpbITbI CIMCOK pacchinkv ¢ ambapro 14 aHen
|
!
06.03.2024 3akpbiToe 0bCcyxaeHne ncnpasneHnun
i
14.03.2024 ¢ HanomwuHaHvie 06 ncreyeHnn nepuoga ambapro
|
15.03.2024 3akpbiToe npucsoeHne CVE

18.03.2024 [10roBOPEHHOCTb O packpbITUKN Yepes 2 AHSA

21.03.2024 My6nuyHoe packpbiTne (nybnukauusa B devel-paccblinke)



att sl N3Bne4yeHHbIe YPOKMU

g

YeTko cnepgoBaTh npouenype CamMocCToATENbHO
OTBETCTBEHHOrO yCcTaHaBNMBaTb nNepuop,
pasrnalleHusi, onpeaeneHHom ambapro
NS KOHKPETHOro Ha HepasrnalleHue
nporpammHoro obecrnevyeHus MHopMaLnK

06 ya3BMMOCTH

3apaHee onpenensitb
N MHOPMUPOBATL
pa3paboTymMKkoB O Nopsaake
AEenCTBUN B Crnyyae UcteyeHus
nepuoga ambapro. MNepuognyecku
obo3HavaTb npubnuxarouieecs
ncrtedyeHne nepmoga ambapro



KoHTakTbI:
Ten.: +7 (495) 123-47-99
E-mail: contact@basealt.ru

BecnnaTtHasa TexHmn4eckas
nogaeplkka Ha atane
TECTUPOBAHUS:
basealt.ru/sales?

Odouchl:
MockBa, yn. byTtbipckas, g. 75 o
CaHkTr-lMeTepOypr, 4-a nuHua B.O., . 17, BU «JIBA»
CaparoB, yn. Oktabpbckas 44, kopnyc A, odouc Ne 3
O6HuMHCK, yn. Koponéea, 4. 4b, bL “bputanuka’
KasaHb, yn. MNetepbyprckas, a. 50, kopn. 5, odpuc Ne422

www.basealt.ru
- !




base 000 «ba3zanbT CIMO»

alt Poccunickum paspaboTtymk
onepaunoHHbIX CUCTEM «ANbT»

OnbIT B3anmoaeucTeus

C MeXAyHapoAHbIM COOOLWEeCTBOM
pa3paboTYUKOB NPU UCNPaBNEeHUn
YA3BUMOCTEMN:

OTBETCTBEHHOE pa3rnaweHune, CpoKu
ncnpaBreHus

Erop UrHatoB
AnekcaHnap KysHeuoB
Anekcanap LWWawkuH

egori@basealt.ru
kuznetsovam@basealt.ru
dutyrok@basealt.ru

-
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