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• NetFlow is a traffic 
summarization standard 
developed by Cisco Systems 
and originally used for 
network services billing.

• The heart of NetFlow is the 
concept of a flow, which is 
an approximation of a TCP 
session.

• Plenty of Open Source 
implementations

Transport: NetFlow
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• Developed by Farsight 
Security for transporting 
network packets, particulary -
DNS

• Low-latency and 
compactness

• Support binary and 
presentation forms; protobuf 
for protocols

• Open impelentation (GNU)
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Use Case



DNS Tunneling

?



DNS

Question

Answer

Question

Answer



DNS Message: Big Picture
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Here you are: Tunnel
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Discovery methods



Payload analysis

• Size of request and response
• Entropy of hostnames
• Statistical Analysis
• Uncommon Record Types



Traffic Analysis

• Volume of DNS traffic per IP 
address

• Volume of DNS traffic per domain
• Number of hostnames per domain
• Geographic location of DNS server
• Domain history
• Orphan DNS requests



Effective Intrusion Detection
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Solution: 
Lambda Architecture
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Algorithms
Incremental algorithms
Outlier Detection
• Median Absolute Deviation, MAD
• Standard Deviation from average
• Standard Deviation from Moving Average
Потоковая классификация
• Incremental decision tree
• Hoeffding Tree (VFDT)
• Half-Spaсe Trees
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Offline Model - Алгоритмы

Analyze entire data set at once
Hypothesis tests
• Simple outlier detection far a period
• Statistical criteria
• Kolmogorov-Smirnov test
Decision Trees
Auto Regressive (AR) Moving Average (MA)
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