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Knaccuumkayns

10 BMAY NOAMNNCKN

O NnpaBy AOCTYMa K KOHTEHTY

O NnpaBy co3daBaTb KOHTEHT

O npa.y ynpaBAiAaATb KOHTEHTOM

O NPUBATHOCTU
10 6e30nacHOCTM KaHa/10B nepenavn AaHHbIX



dopyM B Knaccuukaumn

* [loanuncka Ha pecypc

* [1paBO AoCTyna ecTb y Bcex

* [1paBo co3aaBaTb KOHTEHT yrpaBfseTcsa BfiagesibLlem pecypca
* KOHTEHTOM YNpaB/AaKT ero aBTop 1 Bliagenel pecypca

* [lepcoHa/ibHble AaHHble A0CTYMNHbI Bagesnblam u Mmogeparopam
pecypca

» KaHasbl nepegayn gaHHbIX o6ecnevynBaroT KOHPUAEHUNaIbHOCTb,
NOA/INHHOCTb N LIENOCTHOCTb

Cou. ceTb B Knaccudpmkaumm: http://vminko.org/dscuss/classification


http://vminko.org/dscuss/classification

Dscuss B knaccudpnkaummn

[Toanncka Ha py6pukun
[1paBO AOCTyna ecTb Yy BCeX
[1paBO co3gaBaTb KOHTEHT €CTb Y BCEX

[MpaBo ynpaBnsiTb KOHTEHTOM €CTb Y BCEX
[lepcoHasibHble AaHHble cO6eceHNKOB HE CKPbIBAIOTCS

KaHasbl nepegaym gaHHbIX 06ecnevymBatoT LEe/TI0CTHOCTb U
NoA/IMHHOCTb



be3onacHOCTb

CeTb 0becneymBaeT AOCTYMNHOCTD,
LIe/TIOCTHOCTb M NOA/IMHHOCTb AaHHbIX

3awmTta ot SPAM un flood-atak

He obecneymBaeT aHOHUMHOCTb
nosib3oBaresien

He o6ecneunBaeT 3alluTy OT LeH3ypbl

Mopgenb HapywunTens:
http://vminko.org/dscuss/adversary



http://vminko.org/dscuss/adversary

Xo4 aoknanaa

[Tfpobnema u pellueHune
MpuHUUnbl PYyHKUMOHUPOBaHUA
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Tpu Bnaa o6bLEKTOB B OCHOBE

[Tonb3oBatenn CoobueHna Onepaynu

* Bce 00bEKTbI XPaHATCA Ha /IOKa/IbHbIX MalLlMHax Nosib30BaTesien
e Kaxkapblih 06 bEKT NoAnnCbIBaeTCA CEKPETHLIM K/THOUOM aBTOpa
* OOBLEKTbI NAEHTUULIMPYIOTCA B 00LLIEM NPOCTPAHCTBE K/HOUen
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[Tonb30oBaTenu

BbINO/IHAIOT POJib YUETHOI 3anucu

* lgeHTnpuunpyrotca nyo6nnyHbIM KoHOM
* YacToTa nopoxaeHua perynupyerca PoW
* [Ny6nukyoT coobLieHns

* BbINosIHAKOT onepauumn

* MoanunceliBaloTCA Ha PyOpPUKM

* BblOmpatoT cebe moaepatopoB (Apyrnx nonb3oBaTesien, Yb onepaLnm
NPUMEHSATD)
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Coo0LeHns

NHdopmayua, onydonmkosaHHas nosib3oBaresiem

e [ly6nmkytoTCS B onpeaenéHHon pyopuke
* NAEHTUPULNPYITCA CBOUM XELLEM

o  DOpPMUPYIOT AEPEBbLS 0OCYXKAEHWN
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Onepaunn

[eicTBue, BbINO/THEHHOE OT UMEHM NOJIb30BaTesifg Haf onpeaeniéHHbIM
OO0 BbEKTOM

NaeHTuhmUmMpyroTCcs XewemM CoaepXXMMoro

Pasnn4yarTca Buaom
- Ypanutb coobleHne
— 3abaHnTb Nnosnb3oBaTens

ConpoBOXAatTCs MPUYMHON N KOMMEHTapPUEM

[MprMeHSATCA TONLKO OT MOAepaTopoB
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Pyo6pukn

* Habop Teros, Hanpumep p2p,dscuss,devel

* Yem 60nbLUE B pyOpuKe Teros, TeM oHa 6onee
y3KocneumanmmpoBaHHas

e O6LWKe pyopuKM BKIKOYALOT cneynasin3npoBaHHble
Hanpumep, p2p,devel BkntovaeT p2p,dscuss,devel

* Y3/bl OTNPABASAOT APYT APYrY TO/IbKO OO BbEKTHI,
nonagatoLLune noa MHTepechl agpecara
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OpraHnsaynsa ceTu

* CeTb NO/THOCTbLIO OAHOPaHroBas
* HeCTpykTypupoBaHHas
* Y3/1bl COEQNHAKTCA NO NHTEepecam

* ¥Y3nbl HaxogAaT gpyr gpyra no DHT nnn HenocpeaCTBEHHbLIM
BBedeHneM agpeca

* OObeKTbl NepenaroTcs
— N0 UHTepecam
— MO NPUHUUNNY «CN1eTeH»
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[ 1DOTOKO/

* Ha ocHoBe coeauHeHnunin (TCP)
* [NakeTbl NnepenarTcAa CUHXPOHHO
» CoegnHeHNA MyNbTUNNEKCUPYIOTCA
» TekcTtoBbI (dpopmat JSON)
* Kpuntorpadwus:
- AcummeTtpuna — ECDSA (P-224)

- XewmnpoBaHue - SHA-256
— Proof-of-work - scrypt

http://vminko.org/dscuss/protocol
http://vminko.org/dscuss/moderation
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http://vminko.org/dscuss/protocol
http://vminko.org/dscuss/moderation

[lnarpamma COCTOAHNSA Yy3/10B

Failed to send

Entity sent I
;[ serang J—————
i M
[active conn] 1 Unadvertised entity found

,{ Active synchronization J

Entity propagated
—_— New entity stored Y propag

M

[passive conn] Entities sent

Connection established Succeeded 'T“' Connection closed
. [active conn] Entities sent [passive conn] Done received Idle

>| Handshaking

\d

A J

[acive conn] Done received

v Announcement received

- -.f Passive synchronization ] Entity stored
[passive conn] N J Announcement received

A4

—
Entity stored | Receiving l

Failed to receive / Protocol violation

Handshake failed




PykonoxaTtue y3/0B

Peer 1 Peer 2
T |
I
TCP connection established User 1 I
-
User 2
-
Hello ifrom 1 to 2)
——
Hello ifrom 2 to 1)
-

20



PacnpocTpaHeHne oobekTa

Peer 1l Peer 2

' T
|
I Announcement (1d)

ALt (Peer 2 does not have Id]
Get (Id)
-
Entity (Id)
——————————————————————————————— -
Loop over IdX (Id depends on IdX, Peer 2 does not have Id)l}
Get (IdX)
B
Entity (1dX)
——————————————————————————————— -
Ack
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Peannsayns

* [1poTOKON peanin3oBaH Kak Habop naketoB Ha GO
* lnueHsna — GPLv3

* VIHTepdenchbl nonb3oBarens (Toxe Ha Go):

— [NpunoxeHune ¢ CLI (ona otnagkn v
aBTOTECTMPOBaHUSA)

- [lemoH Web-nHtepdenca (ansa noaen)
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Bepcun

e CtabunbHas Bepcusa — proof-of-concept
— CLI nHTepdeinc
— ICTOUYHMK afipecoB — TOJ1bKO CMUCOK
— TekcToBble CO00LLEeHNS
- 2 Buaa onepauni
* B pa3spabotke — Bepcua 0.1
— YnydlwieHa cBsA3aHHOCTb ceTu (nouck yssios B DHT)
- PaspabotaH Web-nHtepdeic
- PeanunsoBaHa 3awuTa ot flood-arak
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OObEM Koaa

Language files blank comment code
Go 87 1250 1353 8726
HTML 25 6845 338 6380
Expect 23 172 429 1169
CSsS 2 83 12 836
JavaScript 4 89 120 722
Bourne Shell 2 20 11 103
JSON 8 0 0 73
Markdown 1 2 0 43
SUM 152 8461 2263 18052
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3aBUCMOCTMH

bubnnortekn:

e NpanBep SQLite (https://github.com/mattn/go-sqlite3)
* Peanusauusa scrypt (https://golang.org/x/crypto/scrypt)
« Kademila DHT (https://github.com/nictuku/dht)

CLI:
* HTepakTuBHada obonoyka ana CLI (https://github.com/abiosoft/ishell)

26


https://github.com/mattn/go-sqlite3
https://golang.org/x/crypto/scrypt
https://github.com/nictuku/dht
https://github.com/abiosoft/ishell

J1oKyMmeHTauuns

ApPXUTEKTYpa peanmsaunn:
http://vminko.org/dscuss/architecture

Cxembl 6a3 gaHHbIX: http://vminko.org/dscuss/db

ABTOTECTMpPOBaHME:
http://vminko.org/dscuss/autotesting

OnucaHne API:
http://vminko.org/storage/dscuss/godoc/
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Peannsaynd
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AdeMoHcTpauusa
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femoHcTpauna CLI

Starting
Welcome

help

Commands:
addmdr <id>, make user <id> a moderator
ban <id> <reason>, ban user <id> because of
clear clear the screen
exit exit the program
help display help
login <nickname>, login as user <nickname>
logout logout from the network
lsboard [topic]l, list a particular topic or all threads on the board
1;h1f' list history of users
lsm list the current user's moderators
1 (user|msg) <id=>, list operations on
1 list connected peer
1 list the current user's subscriptions
lst hl ad <id>, display a particular thread
mkreply <id>, publish a new reply to message <id>
mkthread start a new thread
reg <nickname> [additional_infol,
rmmdr <id>, remove user <id> from
rmmsg <id> <reason>, remove message
sub <topic=>. Juba ribe to <topic>
unsub <topic>, unsubscribe from <topic>
ver display versions of Dscuss and th
whoami display nickname of the current u




femoHcTpauna CLI

full

; one connectec

yTURKzpruWXuFRgtFo=

Subscriptions: - production

ography
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femoHcTpauna CLI

lsboard

#0 by adam (/Djb/E5w95eYell5SJENGGN422vyVkU20UvA37IguqY¥=), 2019-

wWQsOkghBlayKPoXzh+769cQlwvv17XuA7Jra2RVAtOg=
Topic: p2p,dscuss,devel

Subject: This is the first ever Dscuss message sent

Moexanwn!

#1 by adam (/Djb/E5w95eYell5S5SJENGGN422vyVkU20UvA37IguqY¥=), 2019-

ID: T4tAvpGtl0aSzLBWyUS+GT/+zR9QIspGIMplhHEK5al=
Topic: p2p,dscuss,devel

Subject: Testing UTF-8 support

This text is in Russian: npueeT nonb3oeBaTtenam Dscuss!

by adam (/Djb/E5w95eYell5SJENGGN422vyVkU20UvA37Iguq¥=), 2019-

gBM50RyFT2al@RPOypPcfnTxdkCzxM3XHGjNU7QBTuQ=
Topic: p2p,dscuss,devel
Subject: Dscussion for testing operations
This thread will be used for testing operations on messages and

Let's create some content!

#3 by adam (/Djb/E5w95eYell5SJENGGN422vyVKU20UvA37IguqgY¥=), 2019-

8kZQcJDOdFh4BADJ1ZjofFhueAJmMUSvglnsWB4euNI=
Topic: p2p,dscuss,devel
Subject: AHoHc agoknaga npo Dscuss
27-29 ceHTabpsa 2019 roga B ropoje Kanyre cocToMTCA WecTHajuaTas
B pamkax koHpepeHumwn GyaeT npeacTaeneH Aoknad Ha Temy "Dscuss -
Npuxoante nocnywathb!

09-06T15:12:14+03:00

09-06T15:16:36+03:00

09-06T15:18:36+03:00

Uusers.

03-06T15:21:195+63:60

BIX Mporpamm.
obwexHna"

KoHtepeHuna paspaboTunkoe ceoboaH
OAHOpaHrosana ceTb Ans nybnuuHoro




Dscuss demo

eve-AVgvrakP Peers Logout

Dscussions in all topics

This is the first ever Dscuss message sent in pzp dscuss deve

|
L

|| --- Moexanw!
[

I
ane

Testing UTF-8 Supporl in p2p.dscuss, devel

This text is in Russian: npweeT noneb3oBaTtensMm Dscuss!

Dscussion for testing operations in szs scuss devs:

This thread will be used for testing operations on messages and users.

Let's create some content!

AHoHc goknaga npo DSCUSS in pep dscuss deve

27-29 ceHTABpA 2019 roga B ropoge Kanyre cocTOMTCA WECTHAAUATAA KOHpEpeHUMA pazpaboTuvkoB cBOBOOHEX Nporpamm.

B pamkax KOHpepeHUMW GYyAeT NpejcTaBneH foknaj Ha Temy "DScuss -

MpUXOAUTE NOCHYWATL !

OfHOPAHT0BAA CeTb ANA MyGAuUHOro OBUWEHNA" .

Web Ul
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Dscuss demo eve-AVgvrakP Peers Logout

Node owner's profile We b U I

Full ID AVgvrak PBCOgmlg66oPZEvoE43HSoY xkD49HQaFcsfM=

Nickname eve
Additional info Hello, my name is Eve. | live in Paradise. Please send your PM to eve@paradise.

Registration date 2019-09-06T15:27:04+03:00

Subscriptions

Topic Action
p2p,dscuss,devel Remove
food,vegetarian,fruits
photography,portrait
Moderators

User Action
adam-/Djb/ESw
eve-AVgvrakKP

Enter new full ID... Add 33



[NemoHcTpauna Web Ul

Dscuss demo — pZ2p,dscuss,devel eve-AVgvrakP Peers Logout

Reply

AHOHC pgoknapa npo Dscuss

27-29 ceHTAGpA 2019 roga B ropoge Kanyre COCTOMTCA WeCTHaguaTas KoHgepeHUwA pazpaboTuvkoe ceobogH=X nporpawm.
B pamKax HoOHpepeHuww ByOeT npegcTaeBned foknag Ha Tewy "Dscuss - ogHOpaHroeans ceTk AnA nybBauuHoro obuweHua".
MpuxoguTe nocnywaTs!

adam-/Djb/ESw reply | ban | delete | operations

Re: AHoHc goknaga npo Dscuss

A NNAHWPYK NPWHATE YUACTWE. B KAUECTEE TECTOBOrO NONb30BATENA ANA MPOBELEHWA AEMOHCTPALMW.

eve-AVgvrakKP reply | ban | delete | operations

+1

A TOME NNAHWPYR NOCETWTE 3TY HOHPEPEHLMED.

cain-Z9+0SEXS reply | ban | delete | operations
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emMoHcTpauna Web Ul

Dscuss demo — pZ2p,dscuss,devel eve-AVgvraKP Peers Logout

Reply in dscussion AHOHC Aoknapa npo Dscuss

27-29 cenTnbpa 2019 roga B ropoge Kanyre cocTouTcA wecTHaguatad KoHpepeHuwA paspaboTunkoB cBoBOAHLIX MporpammM.
B pamxax KoHdepeHuwn OypeT npegcTaBneH goknag Ha Tewmy "Dscuss -
MpUxoguTe NocCAyWaTs!

adam-/Djb/ESw

OJHOPAHr0BAA CETb ANA MyGnnuHoro obweHnA".

Subject: gre: anonc goknaga npo Dscuss

Text:

Bcem NpWBeT C WECTHAAUATOR KOHPEpEeHUWW pa3paboTuwkoB cBOBOAHEX nporpasm!

Submit reply
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[1naHbl pa3BuTUA

[ToBbILLEeHMe cBA3aHHOCTU (nNpeogosieHne NAT)
Bonblie BnaoB onepaumn

Pa3rpaHnyeHne moaeparTtopoB No BUAY U MpUYnHe
onepaumnn

[Moanepxka nsobpaxeHun n RTF (HTML?)
[Mpemoaepaunsa (3awnta ot SPAM)
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Cnacmnoo 3a BHUMaHue

?

http://dscuss.org/

MwuHko B.C. vitaly.minko@gmail.com 2019


mailto:vitaly.minko@gmail.com
http://dscuss.org/
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