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LUEHTPAJIMSOBAHHOE
YIPABJIEHWE

B AOMEHHOW  MHOPACTPYKTYpe  BaXHO
LEeHTPaIM30BaHHO YMNPaBAATb HaCTpPoMkamu
pabounx CcraHuuM u noas3oBatenen. B
Windows 310 paenator Active Directory u
rpynnoBble NoamTmku, B Linux — Samba AD.
FreelPA asnaetca cBOHOAHOW anbTepHaATMBOM
AD, HO 6e3 BCTPOEHHOro0 MeXaHM3Ma
NONNTLK, MO3TOMY AAMUHUCTPATOPaM
MPUXOAWTCA  MOAaratbCa  Ha  CKPUNTbl U
PYYHYHO HAaCTPOMIKY.

N |

Active Directory /’




APXUTEKTYPA PEHIEHHUA

PacmiypeHue WEB, CLI
cxembl LDAP uHTepdeiich

XpaHeHne 06beKToB [MoAHbIM UMKA yripaBAeHWs

rpynnoBbIX NOJINTUK U UX rpynnoBbIMU NOJINTUKAM

atpnbyToB

‘ Gpupdate,
WEB GPUI
gpupdate gna npuMeHeHusa u

gpui ANA peaakTMpoBaHMA

MOINTUK



APXUTEKTYPA PEHIEHHUA

Pacmiupenue

: WEB, CLI
: cxembl LDAP
|

HUHTepdenChl

XpaHeHns 06bekToB [MoAHbIM UMKA yripaBAeHWs

I rpynnoBbIX MOANTUK U UX
|

I aTpnbyToB.

rpynnoBbIMU NMNONNTNKAM

‘ Gpupdate,
WEB GPUI

gpupdate gna npuMeHeHusa u
gpui ANA peaakTMpoBaHMA

MOINTUK



CXEMA LDAP

( /Root DSE )

l
dI=iPa: dC=ﬂl\t(ch=kerbernsD
(cn=5ystem> C cn=etc )
A\ !

( cn=Policies (cn=grnupPulicyChain> (cn=grnuanlicyMaster>

( cn=grnuanlicndntainer>




APXUTEKTYPA PEHIEHHUA

Pacmiupenue

cxembl LDAP
XpaHeHnsa o6beKTOB
rPynnoBbIX MNOJUTUK U UX

aTpmnbyTOB.

WEB, CLI

|

I e

| HUHTepdenChl

I ~

j [TOIHBIV LKA ynpaBaeH s

:prHHOBbMM4HOﬂMTMKaM

‘ Gpupdate,
WEB GPUI

gpupdate gna npuMeHeHusa u
gpui ANA peaakTMpoBaHMA

MOINTUK



[TPOLUECC PASBEPTBIBAHUA CUCTEMBI

HUHcTpyMmenT 1pa-gpo-install seinosnser kommiekcHoe pasBépTbiBaHUe
MHGPACTPYKTYPhI IPYHNOBBIX MOJUTHUK.

01 02 03
[lpoBepka npas [poBepka cepsmcos IPA [poBepka cxembl LDAP
AOCTYyMNa NpoBeEPAET [1poBepsder, 4UTo BCE NpoBepAeT Haanune
Hanune Kerberos-TukeTa u HeobXxoaAMMble CePBUCHI TPebyeMbIX OOBEKTHbIX
AAMWHNCTPATUBHbIX FreelPA 3anyuieHbl KJ1aCCOB nepes
MPUBWIETNIA Y pacLuMpeHmeM
NO/b30BaTENA

04 05

Hacrtpoika SYSVOL AKTVBaLMA naarnHa

Co3zaaHue CTpYKTYpbl 3anyck ipa-server-upgrade

KaTasIoroB M HaCTpoVKa A9 TIPUMEHEHNA

Samba-pecypca ¢ Kerberos- paclwmpeHnin cxembl LDAP m

ayTeEHTUOMKALLMEN aktmBaumm naarvHa GPO.



CLI MHTEP®EWC

01

# ipa gpmaster

Topic commands:
gpmaster-mod  Modify Group Policy Master.
gpmaster-show Display information about Group Policy Master.

02

03

# ipa chain

Topic commands:

chain-add Create a new Group Policy Chain.
chain-add-gpo Add Group Policy Objects to a chain.
chain-del Delete a Group Policy Chain.

chain-disable Disable a Group Policy Chain.

chain-enable Enable a Group Policy Chain.

chain-find Search for Group Policy Chains.

chain-mod Modify a Group Policy Chain.
chain-remove-gpo Remove Group Policy Objects from a chain.

# ipa gpo

Topic commands:
gpo-add Create a new Group Policy Object.
gpo-del Delete a Group Policy Object.
gpo-find Search for Group Policy Objects.
gpo-mod Modify a Group Policy Object.
gpo-show Display information about a Group Policy Object.

chain-resolve-for-host Get applicable policies for host with essential attributes.
chain-resolve-for-user Get applicable policies for user with essential attributes.

chain-show Display information about a Group Policy Chain.



FreelPA

Identity Policy

Authentication

WEB MHTEP®EWNC

Network Services

|[PA Server

& Administrator v

Host-Based Access Control v Sudo v

Kerberos Ticket Policy

Passkey Configuration

SELinux User Maps

GROUP Policy v

Group Policy Objects

Q

Policy Name

r |
POl a

pol b

Showing 1 to 5 of 5 entries.

GUID
{4C5727DD-AF64-4456-8640-B4E25A62AFE4}
{9BB2DB18-EBDD-41E8-81E2-08A33BDD290B}
{AAATF669-5439-4658-8E1B-536C0A941477}
{A86B5EB0O-39A3-4E0C-9919-43CCD04CBB37}
{104EOCED-D6D2-44F5-8B34-A3CFC162C797}

Password Policies

= Refresh

Version

0

+ Add

Flags



WEB MHTEP®EWNC

FreelPA & Administrator v
Identity Policy Authentication Network Services IPA Server
Host-Based Access Control v Sudo v SELinux User Maps Password Policies Kerberos Ticket Policy
Passkey Configuration GROUP Policy v
yup Policy Objects pol_a
’ t: pol_a
Settings
< Refresh
|dentity
Policy Name pol_a
GUID {4C5727DD-AF64-4456-8640-B4E25A62AFE4}
Distinguished Name cn={4C5727DD-AF64-4456-8640-B4E25A62AFE4},cn=Policies,cn=System,dc=ipa,dc=alt
File System Path \\ipa.alt\SysVol\ipa.alt\Policies\{4C5727DD-AF64-4456-8640-B4E25A62AFE4}
Version Number 0

Flags 0



WEB MHTEP®EWNC

. FreelPA & Administrator v
Identity Policy Authentication Network Services IPA Server

Host-Based Access Control v Sudo v SELinux User Maps Password Policies

Kerberos Ticket Policy Passkey Configuration GROUP Policy v

Group Policy Chains

Q < Refresh + Add
Chain Name User Group Computer Group Active
chain_a admins ipahosts Active
chain_b editors ipaservers Active
chain_c admins workstations Active
chain_d editors ipahosts Active
chain_e admins workstations Inactive

Showing 1 to 5 of 5 entries.



WEB MHTEP®EWNC

& Adminis

7 FreelPA
Identity Policy Authentication Network Services
Host-Based Access Control v Sudo v SELinux User Maps Password Policies Kerberos Ticket Policy
Passkey Configuration GROUP Policy v
Group Policy Chains chain_a
Group Policy Objects: chain_a
chain_a members:
Settings Group Policy Objects
< Refresh ] Delet +Add | M p ¥M
Policy
Name Container Name File System Path
L pol_a {4C5727DD-AF64-4456-8640-B4E25A62AFE4} \\ipa.alt\SysVol\ipa.alt\Policies\{4C5727DD-AF64-4456-8640-B4E25A62AFE4}
O | pol_b {9BB2DB18- \\ipa.alt\SysVol\ipa.alt\Policies\{9BB2DB18-

EBDD-41E8-81E2-08A33BDD290B}
pol_c {AAATF669-5439-4658-8E1B-536C0A941477}
pol_d {A86B5EB0-39A3-4E0C-9919-43CCD04CBB37}
pol_e {104E0CED-D6D2-44F5-8B34-A3CFC162C797}

Showing 1 to 5 of 5 entries.

EBDD-41E8-81E2-08A33BDD290B}
\\ipa.alt\SysVol\ipa.alt\Policies\{AAA1F669-5439-4658-8E1B-536C0A941477}
\\ipa.alt\SysVol\ipa.alt\Policies\{AB6B5EB0-39A3-4E0C-9919-43CCD04CBB37}

\\ipa.alt\SysVol\ipa.alt\Policies\{104EOCED-D6D2-44F5-8B34-A3CFC162C797}

Version



APXUTEKTYPA PEHIEHHUA

PacmiupeHue WEB, CLI

cxembl LDAP uHTepdeiich
XpaHeHns 06bekToB [MoAHbIM UMKA yripaBAeHWs
rpynnoBbIX NOJINTUK U UX rpynnoBbIMU NOJINTUKAM

aTpmnbyTOB.

™ = e e e = = === - -

:‘ Gpupdate,
: WEB GPUI

| gpupdate and npuMeHeHna v
: gpui ANa pejakTMpoBaHMA

I noanTuk



WEB GPUI

W/ Vite + React+ TS X | + v >

e = (3 O O localhost:5173 s R I -

Preferences

Folders Common

Replace

Path:
/home/user/Public Attributes
& Read-only
& Hidden
@& Archive

@ Delete this folder (if emptied)

@& Recursively delete subfolders (if emptied)

@ Delete all files in the folder(s)

@ Allow deletion of read-only files/folders

@ 1gnore errors for files/folders cannot be deleted




WEB GPUI

W/ Vite + React+ TS x | +

« > C O DO localhost:5173

Preferences

Ini

Action:  Update

File path

Section Name

Property Name

Property Value

Common

/home/user/Templates/test.ini

Section

Property

Value

Cancel
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—— il

pc.ipa.alt

A gpupdate

A gpresult

&% Group Policy Administrators
<X WEB, CLI

E N freeipa-server-gpo
=) </> ipa-gpo-install
D @omo

dc.ipa.alt



{@} Group Policy Master:

chainlList
@ NMonb3oBaTenb: e dev-chain
e John e office-chain

e developers
» office-user

KoMmnbloTep: & dev-chain: &office-chain:
=/ 4 ws001 * userGroup: developers « userGroup: office-user
« computerGroup: dev-workstation « computerGroup: office-computers
Mpynnbi: _ « gpLink: « gpLink:
~ e dev-workstations e policy-1 « policy-3
» office-computers e policy-2 e policy-4
o< policy-1 o= policy-2 ©o— policy-3 25 policy-4

o— {GUID-1} ©— {GUID-2} o= {GUID-3} -©°— {GUID-1}



TEKYWEE COCTOAHWE W TTJTAHBI PA3IBNTINA

TectmpoBaHue
BeseTcsa TectTmpoBaHye noaHoro

LMKNa paboTbl MEXAHM3MA
rOYMNMNOBbIX MOJUTMK.

[peacTaBaeHne coobuyecTsy
[1naHunpyetca npeacrasieHme
peLleHnd B MEXAYHAPOAHOE

coobLecTtBo FreelPA.

[okymeHTaums

[ToAroToBKa aHMNOA3bIYHOM
AOKYMeHTaLmn (pyKOBOACTBa MO
YCTAaHOBKE, HaCTPOUKe M
MNCMONb30BaHMIO).



SAKJAKOYEHWNE

O https://github.com/danila-Skachedubov/freeipa-server-gpo
@ Mail: skachedubovda@basealt.ru

O Tg: @danila_skachedubov
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