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Active Directory: pomeH

| Netbios-Name: EXAMPLE Domain

i Dns-Name: example.com ]

i SID: S-1-5-21-987-654-321

DN: DC=example,DC=com : WORKSTATION TRUST

Dom.air? database: EXAMPLE, example.com, 5-1-5-21-987-654-321 CLIENTL

i|°Administrater user, S-1-5-21-987-654-321-500 :

i |°Domain Admins group, S-1-5-21-987-654-321-512

Hl :

“DCLl$ computer, 5-1-521-987-624-321-1001

i “DC2% computer, S-1-5-21-987-654-321-1002 ;

*DC3% computer, 5-1-5-21-987-6845-321-1003

“DCaA% computer, S-1-5-21-987-824-321-1301

i |*SERVERL$ computer, 5-1-5-21-987-654-321-1502 :

SCLIENT 1% computer, S-1-5-21-987-654-321-1303
DC1 DC2 DC3 DC4 WORKSTATION TRUST
(RWDC) (RWDC) (RWDC) (RODC) <:| SERVERL
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Active Directory: nec
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Active Directory: 6a3a naHHbIX
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Active Directory: cepBuchbl

» EpnuHas 6a3a JaHHbIX

» uctopuuecku Jet Database obpasua 90-x ronos

» https://blogs.technet.microsoft.com/askpfeplat/2012/07/22/
mcm-core-active-directory-internals/
Distributed Jet/ESE database that’s exposed through LDAP by the
Directory System Agent (DSA) with many dependent LDAP-enabled
applications and services sitting on top of it including Kerberos,
Authentication, DNS, etc.

» Kerberos
» LDAP
» DCE RPC

Bcem cnyxb6am gocTtynHo obuiee cocTossHue
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https://blogs.technet.microsoft.com/askpfeplat/2012/07/22/mcm-core-active-directory-internals/
https://blogs.technet.microsoft.com/askpfeplat/2012/07/22/mcm-core-active-directory-internals/
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2000 A.D.

» lccneposaTenbckuit npoekt Andrew Tridgell @ IBM Research
» “Kkak Ham peopraHu3oBaTb Samba?”
» [lpob6nema obLEro COCTOAHUSA AaHHbIX

eaunHas 6asa JaHHbIX

epuHas ouepeab coObITUI

aBTOMaTUUYecKas reHepaums koga aia obpadbotkn DCE RPC
TecHas uHTerpaumsa peanusaunin LDAP, Kerberos, DCE RPC

vV vy VvYyy
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2000 A.D.

commit ce74988dc831d856a94b341d7df3501932b1c43c
Author: Andrew Tridgell <tridge@samba.org>
Date: Thu Dec 14 04:09:29 2000 +0000

first version

(This used to be commit 14135ed6bbff54d7b493f9be7748c2ad7440a97b)

source4/build/pidl/dump.pm | 166

source4/build/pidl/idl.gram | 135
source4/build/pidl/pidl.pl | 95

source4/build/pidl/util.pm | 128
4 files changed, 524 insertions(+)
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KnoH unn He oH?

» Kop Heimdal Kerberos BanBaercsa B Camba

» Lorikeet-heimdal
» uHTerpauus ¢ eventloop Samba (tevent)

» LDB - LDAP-nogo6bHoe APl noepx TDB
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[MlonbiITaemca B3nereTb

commit 7c8284fefc40a89b7979a7a07bbdec2c45a02d98
Author: Andrew Bartlett <abartlet@samba.org>
Date: Thu May 19 11:23:31 2005 +0000

r6902: Turn the LDAP server on by default. It is no worse than the others...
(no ACL support)

Andrew Bartlett
(This used to be commit 9f895f6482e45dd975baea7114748b65dbe6e688)

source4/param/loadparm.c | 2 +-
1 file changed, 1 insertion(+), 1 deletion(-)
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[MlonbiTaemca B3neretb — 2

commit 45511bd09b62266904c547398037£d41fbb8871e
Author: Stefan Metzmacher <metze@samba.org>
Date: Thu May 19 13:35:50 2005 +0000

r6904: use "krbb5:kdc=yes" in your smb.conf when you have the lorikeet-heimdal kdc running

metze
(This used to be commit fa652919bd6ab58ff15cab239cf88d2359b03d55)

source4/cldap_server/netlogon.c | 2+
source4/nbt_server/dgram/netlogon.c | 2 +-
2 files changed, 2 insertions(+), 2 deletions(-)
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[MpombiluneHHas akcnayaTaums

Release Notes for Samba 4.0.0
December 11, 2012

Major enhancements in Samba 4.0.0 include:

Active Directory services

Samba 4.0 supports the server-side of the Active Directory logon
environment used by Windows 2000 and later, so we can do full domain
join and domain logon operations with these clients.

Our Domain Controller (DC) implementation includes our own built-in
LDAP server and Kerberos Key Distribution Center (KDC) as well as the
Samba3-like logon services provided over CIFS. We correctly generate
the infamous Kerberos PAC, and include it with the Kerberos tickets we
issue.

When running an AD DC, you only need to run 'samba' (not smbd/nmbd/winbindd),
as the required services are co-coordinated by this master binary.
The tool to administer the Active Directory services is called 'samba-tool'.
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Kak aT0 BCe TecTupoBaTh?

» KoHTtenHepos B 2005 roay HeT

> amynsauums cpenbl MCMNOJHEHUs

2005: socket_wrapper (Jelmer Vernooij)
2007: nss_wrapper (Stefan Metzmacher)
2008: uid_wrapper (Andrew Tridgell)
2014: resolv_wrapper (Andreas Schneier)
2016: pam_wrapper (Andreas Schneier)

VisuVe V &Y AV

Bce aTu koMnoHeHTbI Tenepb AocTynHbl B npoekte CWrap: https://cwrap.org
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2014 A.D.

The current work branch has a bit more then 130 patches right now, so
we would really like to start bringing pieces of it upstream now.

So what we did today was to move out all the krb5 wrapping calls out
of the main branch to a separate branch. Getting this first series of
patches upstream would make it much easier to step forward on this matter.

This new branch now contains most of the prerequisite work to make all
of samba's DC code to compile with both a MIT or a Heimdal kerberos
library in one of the next steps (in particular the krb5 client code
which currently is not compiled at all when using a system MIT
kerberos library).

Some of the commits might read a bit abstract and unrelated when seen
isolated in the new branch. In that case one can always check the
larger wip branch where - when seen in context - the order of commits
explains much better why this and that is needed.

Andrew, can you start reviewing this ?

Thanks,
Guenther
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2015 A.D.

Samba AD u MIT Kerberos Kanyra 2017 -~ redhat.



refs/heads/master-mit-krb5

» YacTb naTueii BTawuam B git master
> 140 natueii k nety 2015 ropa
» Cmecb usmeHeHui B Samba, LDAP, MIT Kerberos, Heimdal, ...
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kadmin ACL

CraTtnueckoe onpepgeneHue npas, Hecomectumoe ¢ NT ACL
[paiieep KDB He BoBfieueH B NpoLLecc NPpUHATUS peLueHUs
/var/kerberos/krbbkdc/kadmb5.acl

Mpumep ns kadmb5.acl (5)

vV vyVvyy

EXAMPLE
Here is an example of a kadmb.acl file:

*/admin@ATHENA .MIT.EDU * # line 1
joeadmin@ATHENA .MIT.EDU  ADMCIL # line 2
joeadmin/*Q@ATHENA.MIT.EDU i */root@ATHENA .MIT.EDU # line 3
*/root@ATHENA . MIT.EDU ci *1Q@ATHENA.MIT.EDU # line 4
*/root@ATHENA . MIT.EDU 1 * # line 5
sms@ATHENA .MIT.EDU b4 * -maxlife 9h -postdateable # line 6
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[MS-BKRP]

> Penaunkauus naponei Mexay KOHTposiepamMu JoMeHa
» HesaBucumoctsb oT peanusauun Kerberos
> [lepenucanu kog Ha GnuTLS

» GnuTLS He nopaepxusaeT RC4 (wed, Bcé nponano!)
» [ob6aBuan B GnuTLS B aekabpe 2015 (HoBass 3aBUCUMOCTb)
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Badlock

PAUSE (2015 - 2016)

Samba AD u MIT Kerberos Kanyra 2017 -~ redhat.



MIT Kerberos 1.15

» [pekpacHo! Bce HyxxHble ¢pyHkumu ans Samba
» [lonomanocb APl KDB :(

> YTeuku namsaTu ans kaxaoro principal
» MIT Kerberos 1.15.1!
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2017 A.D.
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SambaXP 2017

commit 68d0c295fbe0e8795bdd26589bd564542afd5a56
Author: Andreas Schneider <asn@samba.org>
Date: Fri Jan 27 12:11:33 2017 +0100

mit_samba: Fix principal lookup for cross domain referral
Pair-Programmed-With: Stefan Metzmacher <metze@samba.org>
Signed-off-by: Stefan Metzmacher <metze@samba.org>
Signed-off-by: Andreas Schneider <asn@samba.org>
Reviewed-by: Andrew Bartlet <abartlet@samba.org>

Reviewed-by: Jeremy Allison <jra@samba.org>

Autobuild-User (master): Andreas Schneider <asn@cryptomilk.org>
Autobuild-Date(master): Sun Apr 30 03:29:35 CEST 2017 on sn-devel-144
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Samba 4.7.0

$ git show samba-4.7.0

tag samba-4.7.0

Tagger: Karolin Seeger <kseeger@samba.org>
Date: Thu Sep 21 08:33:38 2017 +0200

samba: tag release samba-4.7.0

iEYEABECAAYFA1nDXUMACgkQbzORW2Vot+pQoQCfe2sXqa+d7dyWDhZvVar/odam
8bQAoK9+gw/BZ1btsPRc8Pk8ua62qdmJ
=BF07
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TO DO

v

Mopnepxka PKINIT n cmapTkapT
Moppepxka umepconndukauun (S4U2Self, SAU2Proxy)

v

> B TOM umncine u mexay necamm ([MS-KILE])

v

Moppepxka RODC
» libkdc u unterpauus c eventloop
> [loBepuTenbHble oTHoweHus ¢ FreelPA

» Pabotaet ¢ Heimdal, cnomanocb ¢ MIT Kerberos
» Bcé peno B ny3bipbkax”Wsalt

Samba AD u MIT Kerberos Kanyra 2017 -~ redhat.



Cnacub6o 3a BHUMaHue!
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