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10 net UeHTpa Bepudunkauymm OC Linux

Bepudukaunsa peansHoro 10O —
MeyTa Unn peanbHOCTb?
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NHCTUTYT cucTemMHoro nporpammuposaHus PAH
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[1lpeabicTopua

* 1994 - TecTnpoBaHMe Ha ocHoBe (hOopPMasbHbIX
cneundumnkaumm SBT/MBT: NORTEL (APl OC -
NepeHoCUMOCTb - MHTepornepabeslbHOCTb)

« 2000 - 2002 - IPv6/CTesk Microsoft Research

» 2001 - LSB - 6opbba 3a nHteponepabesibHOCTb
N NPOTUB PparMeHTaunn PblHKa MPUIOXKEHUI
OC Linux

- 2004 - LSB: Intel - cdanbcTapT
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[lepBbIn nepunon. PasButmne BLUMPD.

2005 - OLVER+LVC: MnHobpHayku npu noanep xke
[Mpe3nanyma PAH (LSB Core, 1500 doyHKUNW)

2006 - FSG - FSG+0OSDL=Linux Foundation-LF (2007)

2007-2011 - LF+Nokia+Motorola - passuTtune BLLINPL
(bonee 25-T1 ThICAY DYHKLUNW)

2007 - POSIX+ARINC-653: HUMCW PAH BareT
0C2000/3000/4000 PIMKB/KP3T/2nekTpoaBTOMaTUKa

AHanor: Microsoft Interoperability Initiative (2008-
2010)
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[lepBbIn Nnepunoa. Passutmne BLUMPD.

TexHonorua BbiaeneHo NMpotecTupoBaHoO HaiigeHo
TpebGoBaHnM oyHKLUI OLINOOK
(pean./ITpe6oB.)
CTESK/
UNiTESK 24 000 1532 100 /100
T2C 4 476 1553 40 | 40
API Sanity

AutoTest 0 24 000 10/0
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[lepBbIv nepunoa. Pa3Bntme BLUUPD.

[TpOMEXYTOYHbIE UTOIU:

MHpopMaunoHHaa NHdpacTpyKTypa ctaHgapTa
LSB (> 40 Tbica4 doyHKLMN)

Tpu cnoga TexHonorum TecTupoBaHUg

CTESK / UniTESK 1-2 BbICOKOE
T2C >5 cpegHee
API Sanity AutoTest >100 [MpoBepka
paboTocnocobHOCTH
(sanity testing)

False positive — 0% (7?)

TpeboBaHMa K KBanuukaumm —
nonb3oBaTtenb ounonnotek OC
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BTopoun nepuoa. Passutue BriyoOsb.

(MunnobpHaykn/Google/locHANAC/PycbTex)
* 2007 — software model checking — BLAST, CPAChecker

* 2011 — TectupoBaHue agpa OC B ycrioBmsx OTKa3oB
obopynoBaHUS

* 2012 — rmnepBun3op AnNs 3awwnTbl NPUNOXEHUN OT
ckomnpomutTupoBaHHon OC

* 2013 — peagykTuBHas Bepudpmnkaumng, passutmne
Frama-C/Why-3/Jessie

* 2005 — cucrtema ynpasneHus TpedboBaHUAMMU

* AHanoru

* Microsoft Research SLAM/SDK/WDK (2002 no H.B.)
* sel 4 verification project (2006-2014
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Software Model Checking
* Pesynbrarhl LR
* HanpeHo n ncnpasneHo >200 "AST2 T2
ownbok B aape Linux o oten e Y
DeviceDrivers64.
* [lepBoe MeCTO B MexayHapOaHbIX B S
COPEBHOBAHUSAX

SV-COMP'2012 n SV-COMP'2014
no software verification
B kaTeropuun DeviceDrivers64

HomMmep Tun Kparkoe onMcaHHke OoGasneHO TIPHHATO
LO205 ¥reuxa mch: yTeukn B mcb_pci_probe() 2015-10-05 https://lkml.org/Ikmif2015 WcnpaesneHo
f7/8/1041 B Anpe
commit 4. 3-rch
LO204 ¥Yreuxa usb: gadget: amdS536udc: yTeuku npu obpabotke 2015-09-14 | https: //lkml.org/Ikmif2015 WMcnpaeneHo
owwnbor B udc_pci_probe() f9/5225 B Anpe
commit 4.3-rc3
LO203 ¥reuxa mtd: nettel: yreuka B nettel init() B cnydyae 2015-08-18 https://lkml.org/Ikmif2015 WcnpaesneHo
owroKK B mid_device register() f8f13/753 B Anpe
commit 4.3-rcl
L0202 BnokwpoBka gpiofgrgpio: B3gWMHaRA GnokMpoBKa B 2015-08-17|https://Ikml.org/Ikm|f2015 HMcnpasneHo
grgpio_irg_unmap{) JB/17f117 B Anpe

See details: http://linuxtesting.org/ldv

LOZ01 ¥Yreyka bfa: yreuxka bfad_im_port _index
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i 18-Feb-2015: The first public release of Astraver Toolset

View Edit Track Translate

tted by Mikhail Mandrykin o ed, 18/02/2015 - 18:30

We are happy to announce the first public release of Astraver Toolset 1.0 that is built on top of the 'Frama-C + Jessie +
Why3 IDE' deductive verification toolchain. The toolchain was adapted, so it can be used to specify and prove properties of
Linux kernel code. The most of our modifications go to the Jessie plugin, while the Frama-C front-end and the Why3 platform
have got just minor fixes or improvements. Some of our modifications were already applied upstream, while the rest is available
in our public repositories.

The most important modifications are described below.
C Language Support

* | ow-level reinterpret type casts between pointers to integral types. This feature required meoedification of the Jessie
memory model as described in our paper "Extended High-Level C-Compatible Memory Model with Limited Low-Level
Pointer Cast Support for Jessie Intermediate Language”. The overall idea can be summarized as an ability to do certain
ghost re-allocations of memoery blocks in explicitly specified peints in order to transform arrays of allocated objects
(structures) from one type to another. WARNING. Discriminated unions support is not yet fully adapted to the modified
memory model,

¢ Prefiy type casts between outer structures and their corresponding first substructures (through field inlining and structure
inheritance relation in Jessie).

¢ Kernel memory (de)allocating functions kmalloc()/kzalloc(), kfree().

¢ Builtin C99 __ Bool type.

¢ Standard library functions memcpy(), memmove(), memcmp() and memset(). The support for these functions is
implemented through type-based specialization of several pre-defined pattern specifications. (*)

« Function pointers (through exhaustive may-aliases checking). (*)

* Variadic functions (through additional array argument). (*)

« Inline assembly (through undefined function calls). (*)

(*)The main purpose of implementing support for these features was the ability to use the tools on our target code
without the need for its significant prefliminary modification. As & resulft the support is not complete enough to be
usahle for verificatinon of code that sionificantiv relies nn these features. For insfance:
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BTopoun nepuoa. Passutue BriyoOsb.

[l POMEXYTOYHbIE UTOI.

 Software model checking
* TPyAOEMKOCTb - 2 npaBusia B MeCsL,

° CKOPOCTb Bepuumkaunm —
4000 gpaneepoB * 1 npaBuno = 1 AeHb

* false positive — 10-90%
* TpeboBaHMA K KBanupukauum — paspadbotymk gpamsepa OC
* lenykTnBHaga Bepudpurkauns
° TpyaoeMKocCTb 1 oyHKUMA B MecsL
* Bpems "nepesepundukaunmn” — 1 Hegend
» false positive — 0%
* TpeboBaHus K KBanudunkaumm
* paspaboTtuymk gpansepa OC + geaoykTtuBHaga Bepuukaums
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* 2017 — macwtabunpyemasa sepuukams
moaynen OC Linux

* 2017 — gpeayktmBHaga Bepudukaumng
MHoronoto4YHocTn B aape OC Linux

* 2016-2018 — ceptndounumpyemasn OC
peanbHOro BPEMEHN — MakeT N NakeT A
cepTUdOUKALIMOHHBIX JOKYMEHTOB
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Bepudumkaumna peanbHoro NO —
MeuyTa Unu peanbHOCTb?

_ VCI[ZYi]

KakoBbl NPUYNHbI TAKOro nonoXxeHus aen?
UTO MewwaeT NpuMeEHEHNIO HOBbLIX TEXHOSOrMnN?

Kak BblOupaTtb 9adeEKTUBHBIM HADOP TEXHOMOMNN B
KOHTEKCTE KOHKPETHOW npakTnyeckoun 3agadm?

Bonpoc Hago ctaBuTb B ApYrou niockoCcTn?
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NHCTUTYT cucTemMHoro nporpammuposaHus PAH
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