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Machine Learning

How to use ML in cyberattacks?

How can we use ML to protect 
from cyberattacks?

What are the problems?



Key part of evolution
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MORE 

OPPORTUNITIES 

THAN EVER TO 

USE MACHINE 

LEARNING THAN 

EVER BEFORE

MORE DATA AND COMPUTE
AT A LOWER COST THAN 

EVER BEFORE

● Explosion in Computing 

Power

● Exponential Data 

Volume Growth

● Variety of Data Sources 

and Formats 

● Data Collected at Faster 

Velocity

● Lower Cost of 

Computing

● Affordable Cloud 

Infrastructure 

● Free Open-Source Tools

● Community Code 

Sharing



4



Types of ML
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Supervised Machine Learning
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Unsupervised Machine Learning

7
Image Source: boozallen.com



Building and 
Deploying 
Machine Learning 
Models Should 
Follow a 
Disciplined 
Approach
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Cross Industry Standard Process for Data 
Mining
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34%

Report their organisation has 

experienced a damaging 

cyberattack in the last 12 months

72%

Agree that as long as their 

protection keeps them safe from 

cybercriminals, they do not care if it 

uses AI/ML

73%

Plan to use more AI/ML tools in 

2019

84%

Believe cybercriminals are using 

AI/ML to attack organisations



Who is going to win the battle?
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Hackers

VS

Cybersecurity professionals



How to use ML in 
cyberattacks?
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Already 
implemented...
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Creating fake news, deepfakes

Phishing mails generator

Generates malware examples, that are able to bypass black-box
ML-based detection models

Password cracking

Searching and attacking system vulnerabilities

Bypass of captcha

...And almost any other cyberattacks powered by AI or ML



Cyber Kill 
Chain Model
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How can we use ML to 
protect from cyberattacks?
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Already 
implemented
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To identify anomalies

To identify suspicious or unusual behaviour

Detect and correct known vulnerabilities

Detect and correct suspicious behaviour

Detect and correct zero-day attacks

And almost any other cybersecurity product powered 
by AI or ML...



Types of 
solutions 

which use ML
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• Anti-fraud & Identity Management

• Malware classification 

• Spam identification

• DNS analytics

• Mobile Security

• Predictive Threat Intelligence

• Behavioural Analysis & Anomaly Detection

• Automated Security Cyber-Risk Management 

• App Security

• IoT Security

• Deception Security

• Analyst automation
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What are the problems?
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benign network
activity is almost
never normal

adversaries and
their tactics are
moving targets

every false positive
costs time and
money

insights must be
both accurate and
actionable



Cybersecurity solutions must evolve
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ADVANCED ATTACKERS 
AND TECHNIQUES 

CYBER CRIME FOR 
SALE

GROWING 
COLLATERAL DAMAGE



Thank you for your attention!
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