VIrtuozzo

ReadyKernel — nHctpymeHTapumn n cepsmuc 0OHOB/IEHNSA
Anpa 6e3 nepesarpy3kn Ha ocHoBe kpatch

[leHnc CunakoB, EBreHumn LLlaToxuH




NMpobnemaTuka

« ObHOBNEHUe agpa TpebyeT nepesarpysku
- Nnn xoT4a bbl “pecTapTa” Yepes kexec

* ... Anepe3arpy>xatbCa He xo4eTCH
- GoDaddy - uptime at 99.95% (https://goo.gl/ek6EeY)

verve  99.9%
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https://goo.gl/ek6EeY

N3MeHeHMA apgpa “Ha nety”

[loaoxoauT ANng To4eYHbIX U3MEHEHUN
- NcnpaBneHmne owinbok / npobnem besonacHOCTH

[TpPUMEeHNMOCTb
RHEL 7.x, anpo 3.10.x, 2015 roa:

c 800+ KOMMWNTOB, U3 HNX:
- ~70 CVE

e ~10 KpPUTUYECKUX
* ~40 cpenHen onacHOCTH
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MHCTPYMEHTDI

* Ksplice

* KernelCare
* Kpatch

* kGraft

* Livepatch
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TexHoN10rnsAa

* 3arpy>xaem B namMmsaTb HOBYIO peain3aLunio
PYHKLNN

* [lepeHanpassisemM obpalleHna K CTapoMy Kooy
Ha HOBbIW

- Jmp B Ha4vane ctapon pyHKunn (KernelCare, kGraft)
- [lepexBaTbiBada Bbl30Bbl Yepe3s ftrace (Kpatch)
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ReadyKernel - cepBuc Ha ocHoBe Kpatch
After:

Before:

call

Ftrace call
or noop

Original

function

return
-
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Original
function

return

Ftrace call Ftrace
Or noop handler

Patched

function




NMouemy Kpatch?

Virtuozzo 7: based on RHEL 7
 Kpatch - introduced by RHEL
*» Gecc 4.8.5 (gcc >= 4.8 required for -mentry)

* Kernel 3.10.x (kernel >= 3.9 required for
kpatch ftrace handlers)
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Moanenu ueJZiIoCTHOCTMU
Before: After:

I call MaTy Ha
= Ftrace call Ftrace call HeCKOMNbKO
or noop or noop CI)yHKu,"ﬁ ?

Original Original | [LGltellEle

functio function| [Qi¥laelely
n#1 #1 #1
return
<oum Ftrace
call call 4 handler
Ftrace call Ftrace call
or noop or noop

Original Original Patched
functio function function
n #2 #2 #2

return

return
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BapuaHTbl MOaoeneun

 “Hukakana” - Livepatch B agpe 4.0

* “Clean cut” - Kpatch - npoBepsaeM CTeKNn
BbI30BOB aKTUBHbIX rnpoLeccoB (stop machine)

- 019 B3aMMOCBSA3aHHbIX PYHKL NI
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B

BapuaHTbl MOopoenem - 2

* “Per-task” - kGraft, Livepatch B agpe 4.12
- “"RCU"” pnga Ka>goro rnoToka

- Pekypcusa, 3aBUCUMOCTb OT UCTOPUN - HO onhe-
function only

Userspace per-process “new universe” flags
Kernel

Emel_func
& ality_check
heavy work
: which universe
are you
: coming from?
b vf ()
ncyj;
ugg y_ unc o
v
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BapuaHTbl MOAeNnien - upean

 “Hybrid” - obbegnHeHne noen “Clean Cut” un
“Per-task”

Work-in-progress B Livepatch
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Co3paHue natuyem (kpatch)

Naty == MoAaynb Appa
* bepeM naTy onda nCxooHoOro Koaa
 Cobupaem agpo c nat4yem n bes
* AHaM3npyem pasHunuy
* ... U MpeBpallaeM ee B MOOYJIb A4pa

ABTOMaTU3NPOBAHO, HO TpebyeT NpoBEepKU
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NMpobnemsbl (kpatch)

* I3aMeHeHne CTPYKTYP OaHHbIX
* I3aMeHeHne ceMaHTUKN OaHHbIX

“The long answer is a book which unfortunately
we haven't written yet.”
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PeanbHas >XXU3Hb

99% BpeMeHM - NOAroToOBKa NaTtyemn

=> OTKPbITbIN NHCTPYMEHTapPUI, 3aKpbiTble
naTym

» SUSE - kGraft no nognuncke

* Ubuntu - Livepatch no noanuncke

* RHEL - kpatch B cocTtoaHun Technical Preview
* Virtuozzo - kpatch no noanuncke
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Virtuozzo ReadyKernel

MMaTyum NOo nNnoAanNUckKe

CocTasB:
* “TlognaTtyeHHbIN” Kpatch
 ObepTkKa readykernel + noptan http://readykernel.com
* NHCTPYMEHT PaboThl C INLIEH3NEN

Virtuozzo ReadyKernel [ I——

Virtuozzo 7 R All kernels ~ | |[gearch by patch name or CVE identifi X

E readykernel-patch-33.22-30.3-1.vl7
15 CVE 3.10.0-514.26.1.v27.33.22 Sep 06, 2017

readykernel-patch-30.15-30.3-1.vl7
20CVE 3.10.0-514.16.1.%27.30.15 Sep 06,2017
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http://readykernel.com/

ReadyKernel Ha npaKkTuke

* Virtuozzo 7 - ObHoBJIeHUA Aapa MeXxay KPYNHbIMU
obHoBIeHUAMU (~1 pa3 B KBapTan)

e PoC ona CentOS, RHEL, Ubuntu, Debian

(MHpacTpyKTypa COOPKN N OOCTABKU NMaTHEN)
* OpenVZ 7 -7 (He B>3TOM roay)
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‘“ReadyKernel” for UserSpace?

« ObHoBNeHue rmnepBu3sopa He3 nepesanycka BM
- Yepes Xuneyto murpauuo Qemu
* NSB https://github.com/virtuozzo/nsb
- OcTaHoBKa npouecca - ptrace
- Mopgenb uenoctHocTu - call stack 4yepes libunwind
- 3arpys3ka natdya - mmap + libcompel from CRIU
YcTtpaHeHune Heartbleed: https://youtu.be/IxP1zLviIczA

* LibCare https://github.com/cloudlinux/libcare
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https://github.com/virtuozzo/nsb
https://youtu.be/lxP1zLvlczA
https://github.com/cloudlinux/libcare

Cnacubo!

HDenuc CunakoB <dsilakov@virtuozzo.com>
EBreHum LLlaToxuH <eshatokhin@virtuozzo.com>

https://readykernel.com
https://src.openvz.org/projects/UP/repos/kpatch
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