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Ecnu B 80-e roasbl
rnaBHbIM ObLINO
KayecTBO,

PEVNHXWUHUPUHT, TO
B 2000-e rnaBHOe®e

Bill Gates in Business @ the Speed of Thought
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A CeTb Kak nnatdopma cepBucoB

HCCAEAOBAHHH
KOMIIbHOTEPHbIX
CETEH
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DIGITAL SIGNAGE MOBILE

TIILLLLLL SURVEILLANCE

TELEPRESENCE  'N THEHOME

CeTb Kak nnatcdopma

WHopmaLmMoHHaa marucTpanb
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LLEHTP
it TeHAeHUMW M TpebOoBaHUA PbIHKA
KEPEEWEPHHX

N3meHeHne mogenu BbluncneHu (outsourcing & Global IP Traffic By Type 535

robosourcing);

Fixed Internet
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BoicTpbin pocT TpadPuKka: kK 2016 roay ob6bem TpaduKa  Wansgear
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6,25

[10X0A,0B OnepaTopoB

Heo6xogumo cokpaliaTb CTOMMOCTb Nepegaumn Tpaduka!

K 2003 r. B UHTepHeT 6bin0
creHepupoBaHo 5 3k3abaiiT. CerogHa

TaKou o6bem — 3a 2-3 gHA 3puk LLmuT, Google
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LLEHTP ¥
Rt L‘|y,£|,OBl/I|.I.|,H bi POCT CZIOXKHOCTHU
KOMTOTEPHbl

Yucno exxerogHo nybankyembix RFC

CNOXKHOCTb M3-3a AONONHUTENbHbIX GYHKLMOHANbHOCTEN TaKUX KaK NoAAep»KKa MobunbHocTu,VPN,
TYHHENNpoBaHWe, yrnpaBaeHue CeTAMN U T.4,.

Sourca: hitpy//www.telegeography.com/products/ip_transit/indsxphp;  hitp:/fwwwietf.org/
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CeTb onepaTtopa ceroaHA

Standard High Volume

irewal| Servers/Storage/Switches
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LLEHTP

NPHKAADHbIX PocT uncna middleboxes

HCCAEAOBAHWH
KOMIIbHOTEPHbIX
CETEN

l WAN Video
Message CDN Session Border Acceleration processing
Router Controller
[ )l”ll;li' r!+||
t —=3f -+ i“g' Lrmmmm
= u B == %
. i Load
DPI : Carrier Tester/QoE
Firewall Grade NAT monitor Balancer
SGSN/GGSN Radio Network
/ BRAS Controller SGW, PGW

PE Router

Mopasnatowee yncno atmx cepsucos (IMS, VoLTE, DPI, CPE, CSCF etc.) peannsoBaHo B BUAge, Tak
Ha3biBaemblx, middleboxes (byHKUMA K Kene3o eanHbl!)
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LLEHTP
MPHUKAALHDIX

e Y10 TaKoe MNKC

CETEH

[MKC (Software Defined Networks)

OTKpbITbIA MHTEPDENC MOHWTOPUWHT K NOCTPOEHWE
ONA NPUNOKEHUN TOMONOrMW/KapTbl CETH

PacyeT maplipyTa no 3anpocy

; : YnpasieHue
u OT,EI,eJ'IeHI/Ie yI'IpaBJ'IeHI/Ie b AnnapaTHbiii kommyTtatop/ |

. MapuwpyTusaTop .
ceTeBblM 060pygOBaHNEM OT
yrnpaBrneHna nepegadyen

adHHbIX.
: JaHHble

® YnpaBreHue CETbLIO B LIESIOM, a
He OTAeNbHbIMU 3K3eMMSIipamu

ceTeBOoro obopyaoBaHu4.

" MHTennekTyanbHbIN, NErko ynpasndemMbln MHTEpPdENnc mexay

ceTeBbIM MPUNoXeHnem U TPaHCNOPTHOW CPeaon CeTH.
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TP [MKC aBonwouus

MPUKANALHDIX
HCCAEAOBAHWH
KOMIIbHOTEPHbIX
CETEN

RIP
OSPF

N\
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ACL
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[MKC aBonouus

24.10.13
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UEHT? [MKC aBonouus

MPUKANALHDIX
HCCAEAOBAHWH
KOMIIbHOTEPHbIX
CETEN

VLAN OSPF

1'-"". "‘-.

T

A\ C[ ic router
\ )
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TP [MKC aBonouus

MPUKANALHDIX
HCCAEAOBAHWH
KOMIIbHOTEPHbIX

Flow Table
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LLEHTP

UEHTE [TKC aBonwouusd
WCCAEAOBAHHH EEEE—————————————..
KOM[le)TEPHbIX
CETEH

ow Table

IP TCP
sport

Action

5.6.7.8 * port 1

Rule examples Routing

* * * port 5
Switching

drop

Firewall

00:20.. 00:1f... 1.2.3.4 5.6.7.8 20 666 port /7

Flow Switching
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LLEHTP

UEHTE [TKC aBonwouusd
WCCAEAOBAHHH EEEE—————————————..
KOM[le)TEPHbIX
CETEH

ow Table

IP TCP

Action
Dst sport

5.6.7.8 * port 1
Routing

Rule examples

* * * port 5
Switching

drop
Firewall

00:20.. 00:1f:... 1.2.3.4 5.6.7.8 20 666 port 7/
Flow Switching
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TP [MKC aBonouus

MPUKANALHDIX
HCCAEAOBARHKM
KOMIIbHOTEPHbIX
CETEN

Flow Table

operating
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[MKC aBonouus

Switch

24.10.13

CmensaHckuin PJ1. LUMUKC CkonkoBo

17
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MPUKANALHDIX
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App

[MKC aBonouus

KoHTponnep

MpocToe ycTpoicTBO
KOMMYTaLMM NaKeToB

™~

KoHTponnep

Cnow BUpPTYyain3aumm

MKC ycrpoiictBo

KOMMYTaUuuUun nNakeTos \

/

MpocToe ycTpoitcTBO
KOMMYTaLM1 NaKeToB

MKC ycrpoiictBo
KOMMYTaLMM NaKeToB

24.10.13

KoHTponnep

MKC ycrpoiictBo
KOMMYTaLMM NaKeToB

—

CmensaHckuin PJ1. LUMUKC CkonkoBo
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BuptyanbHble CeTteBbie CepBuchl (NFV)

LLEHTP
MPUKANALHDIX
HCCAEAOBAHWH
KOMIIbHOTEPHbIX
CETEN

Independent

— Software
Vendors

Virtmal Virtual Wirtual Virtual

Session Border WAN
Appliance Appliane Appliane Applianie

Competitive &
Innowative
Ecosystem

Message Controller Acceleration
Router . Wirtmal Wirtual Virtual
-sem Appliance Applianie Applaanie
3 ] Y l|i| 3 L
4 — |'I'| ! n
E’Ei! - ;
ewall Carrier Iezl:er.-'(_]nl: Orchestrated
Grade NAT monitor automatic &
remote install
. P —
IlIIr ||||.
1| (1 e
B 2 o o g
' -
SGSN/GGSN PE Router BRAS i ’ . =
Radio Network Standard High Volume x86 Servers
Controller
CI'IELI,MEJ'IMEMEDEEHHDE‘ annapaTHoe oOeCnNeYeHme.
Standard High Volume Storage

HeBOSMOMHOCTE ﬁl:-IETFIDFD‘ Pa3BMTHA M MHHOBa LMK,

TpEﬁ‘,.fET ¢M3I-'1'-IEEH.D‘FD PasmeLllLeHMA B Kasaom MEeCTE.
{ el aErTe
. : ! ; 4

TpaAMUMOHHbIM NOAX0M4 K pasMeLLEeH M CeTeBbIX QYHKLMIA.

Standard High Volume Ethernet Switches

> B

bakc.annapat "___‘““a..,_____/ =

3TO NOXOMHE HaA ...

Hanekynatop  Muwywaa mawwHa  MNeyaTHbIA cTaHoK
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~5X improvement in the last 30 months

Xeon® E5 v2
Intel® Data Plane
Development Kit

~290 Mpps’

Xeon® 5600
Intel® Data Plane
Development Kit

~94 Mpps'

Millions of Packets per Second

24.10.13 Cmensanckui P.J1. UMNUKC Ckonkoso 20



ueyp CeTb onepaTtopa c BCC

MPUKANALHDIX
HCCAEAOBARHKM
KOMIIbHOTEPHbIX
CETEN

i

it

CPE-Func CG-NAT = Standard High Volume

CPE-Func CG-NAT  DPI Servers/Storage/Switches
CPE-Func. BRAS ~  DPI
CPE-Func ‘ BRAS I ‘ BRAS < = __---——"" RALLCOSS " ---__ ~

Monitor
Monitor : CDN N

Al — —oEE==== Ed ge _____ No

‘WAN'ACC' : CDN —— — ~ <o N
— -

WAN-Accl CDN =< e N,

CPE-Func-CG-NAT Lo TV @ Core \\ \\\
CPE- Func: BRAS i \\\\\
CPE-Func: Bm;jﬁ / N\
CPE-Func/ DPI i @ @;

! i

L hham

Monitor CDN ,':’
Monitor CDN i
\ == - i
\ WAN-Accl CON w,
CPE-Func, CG-NAT WAN-Accl| CON  gge e

CPE-Func BRAS sz == [
> BRAS .
CPE-Func .

__CPE-Func DPI
— \\‘~‘~~§- _———‘,”’
— | e _ R
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TP BCC c nnockoctbto ynpasneHus NKC

MPUKANALHDIX
HCCAEAOBAHWH
KOMIIbHOTEPHbIX
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VM + Network Orchestration

]
o ) ) (550 O

SDN Controller

NF-VIV NES i
5 /23T |
; NF-VM NF-VM/_TE - P’ —— 4
“ NF-V24 NF-VM _§ @ -~ @,ﬁ o, ’
NF-'/M NF-VV.  — |

NF-VM NF-VM

= —= &3
NF-VM  NF-VM L_h(/
(v

NF-VM NF-VM

@ Access -
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LEHTP CDN kak BCC

NPHKAADHDIX
HCCAEAOBARHKM
KOMIIbHOTEPHbIX
CETEH

Consumer

DETE:Welgle]ly
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CDN kak BCC
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Cmenanckui PJ1. UMNKUKC Ckonkoso



APHKARLHbl KoH BeﬁepM3auMﬂ BCC

HCCAEAOBAHHH
KOMIIbHOTEPHbIX
CETEH

“ Consumer —

ee="""N0 . =,

‘ ' | e<
— __* ¢£~
= -
.-——i — Firewall
S Data origin

= — DPI
- ———— l
———y

'

|

RAN Control
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APHIAAAHbIX KoH BeﬁepM3aLl,Mﬂ BCC

HCCAEAOBAHHHA
KOMIIbHOTEPHbIX
GETEH
~  NFV
“ C enabled
1R onsumer et
Suspicious

traffic

regional

farm rk Controller

REST API
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APHIAAAHbIX KoH BeﬁepM3auMﬂ BCC

HCCAEAOBAHHH
KOMIIbHOTEPHbIX
CETEH

NFV

“ C enabled
- onsumer network

Suspicious
traffic

Packet\mlrror g Data origin

R
DPI \ |

l\

NFV
regional "-"
farm

N=N1) API i
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APHIAAAHbIX KoH BeﬁepM3auMﬂ BCC

HCCAEAOBAHHH
KOMIIbHOTEPHbIX
CETEH

ﬂ Consumer
-

NFV

Packet\mlrror g‘\ \
%‘-—_ DPI |

| —-"

- |
|

.

N

NFV
regional
farm

REST API

ytwork Controller
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e Apxutektypa BCC nnatdopmbl

HCCAEAOBAHHH
KOMIIbHOTEPHbIX

CETEH BCC pool

Firewall, Encryption, DPI,...

High performance .
datapath OS/Linux Kernel

Hardware

BbicOKMe TpeboBaHMs K NPOU3BOAUTENBHOCTU HA BCEX YPOBHAX
* JlerkoBecHOe BUPTYya/ibHOE OKPYKeHUe

BbICOKONPOM3BOAUTE/IbHbIN U HAaCTPAUBAEMbIA BUPTYa/IbHbIM
KOMMYTaTop

* BblcOKOCKopocTHOM ceTeBoM cTtek OC

CneumannsmpoBaHHoe annapaTHoe obecneyeHune (Hanpumep, ceTeBble
apanTepsbl)
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LLEHTP
MPUKANALHDIX
HCCAEAOBAHWH

Intel DPDK

DPDK = Data Plane Development Kit
http://intel.com/go/dpdk/

* Intel DPDK — 310 Habop 6ubnunoTek 1 aparisepos Ans Intel® DPDK Libraries
6bicTpoit 06paboTKM NakeToB Ha Nnatpopmax Intel. =
uffer Management Application

* icnonb3oBaHMe 6onbLLUX BUPTYaA/IbHbIX CTPAHWL, -
(h uge pages 2 n b/lgb) ’ Packet Flm:: Classif;ati; SPrcton

R Cust
° P83M€LLI,€HVI€ ob6beKkToB PaBHOMEPHO MO BCEM NIC Poll Mode Library
KaHa/1lam OﬂepaTMBHOﬁ MNamMATH.

* AjpecHoe NPOCTPaHCTBO KapTOUYKN AOCTYMNHO U3

User Space

Userspace. Kernel Space

* Hebnokupytouime oyepeamn oA nepenaym nakeTos. Linux Kernel

* HeT npepbiBaHuni B gpanBepax DPDK — akTUBHbIN
LKA,

* AKTMBHOE ucnosb3oBaHme SSE MHCTpyKumnm ana
06paboTKM NakeToB.

° BbI,D,EJ'IeHVIe LwenabiX aaep rnpoueccopos noa 3aaayu.
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LLEHTP
MPUKANALHDIX . o
@ (TS TEPHX Open vSwitch yckopeHHbIn ¢ DPDK

CETEH

Open vSwitch - 310 BUpTYyanbHbIN NPOrpaMmMHbIA KOMMYTaTOP,
KOTOpbIW 0becnevynBaeT coegmHeHne Mexay BMpTyanbHbIMU
MaLllMHaMM U PU3NYECKUMN NHTEepdrencamu.

— VLAN, SPAN, RSPAN, GRE, sFlow, Netflow, OpenFlow 1.1.

PHY-to-PHY 1.1 Mpps
VM-to-PHY 0.3 Mpps

VM-to-VM 0.3 Mpps

* Ha 10 Gb kaHane
*% = > > =
Ha udp nakeTax, 64 6anTa (Cambl CIIOXKHbINA CLIeHapuii)
*** TeopeTuyeckmn makcmmym 15 Mpps
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[loknan

MogenuposaHue WAN-
ceTeun ang nccnegoBaHung
BpeaoHocHoro 10

Butannm AHTOHEHKO
24 okta6psa 18.00
CuHu 3an

[loknan

Mundobl N peanbHOCTb
nporpammHo-
KOHJpUrypunpyembix ceteun

AnekcaHgp LLannmos

25 okTabpa 10.25
3eneHbin 3an
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APPLIED
RESEARCH

LLEHTP GENTER FOR
MPHUKAALHDIX GOMPUTER

HCCAEAOBAHHHA NETWORKS
KOMIIbHOTEPHbIX
CETEN

3aKkn4yeHue

B Poccumn oTcyTCcTBYET NPOM3BOACTBO CeTeBOro 0bopyaosanus v MO B MHOYCTpUansHO
3Ha4YMMbIX MacliTabax (>90% - NpoayKLMS MHOCTPAHHOO NPOM3BOACTBA).

[TKC&BCC - MOMEHT CMEHbI apXUTEKTYPbl KOMMbLIOTEPHBLIX CETEN OnaronpusATeH Ans
Poccuun: BO3MOXHOCTb Co3aTb COOCTBEHHOE NPOU3BOACTBO MPOrpaMMHbIX CPeACTB
O0NS YNpaBleHNs U BUPTyanu3aLum CeTEBbIX CEPBUCOB
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&

l-

G http:/larcen.rul +7 (495) 984 27 64

.~
smel@arccn.ru . @ArcenNews
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