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Stage 1: Memory acquisition
Target: RAM




Where to fail?
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Malicious activity Memory losses
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Stage 2: Extract digital evidence
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Stage 2: Extract digital evidence
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Stage 2: Extract digital evidence

CIJ
‘w' === PREPARE VOLATILITY ===
BUILD OWN PROFILE

n Module.dwarf

n System.map

n Load built profile
n Ready for stage 2



Startpack
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ﬁ pgthon + volatility
B plugins
B linux
B commo

B AbstractLinuxCommand

render_table () B <YOURCLAS ;>

calculate () —®  ender text 0

render_custom_format ()

ask Google for help


http://tomchop.me/2016/11/21/tutorial-volatility-plugins-malware-analysis/
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B Linux Graphics Stack
Behind the scenes

2D application's

rendering
UseFSpace | Application |
Layer — q
XCB / Xlib
Send textures
Send X11 drawing on the wire
commands ar
{ v via XSHM
[ X-Server }



http://phd.mupuf.org/files/fosdem2013_drinext_drm2.pdf

Linux Graphics Stack
Behind the scenes

DRM Auth

Get cookie()

| Application

cookie

D
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X
auth(cookie) X-Server /

| Compositor
answer |DRM_MASTER

http://phd.mupuf.org/files/fosdem2013_drinext_drm2.pdf



http://phd.mupuf.org/files/fosdem2013_drinext_drm2.pdf

B Linux Graphics Stack
Behind the scenes

GEM Sharing DMABUF Sharing
Flink(buffer) g Share(buffer)
Application Application]
D GEM handle D fd

{unix socket)

R fd
M open(fd) ]

R handle
M open(handle) ] ]

Compositor Compositor
buffer - buffer -
Buffer: GEM handle: Buffer: DMABUF fd:
- GEM buffer ptr -uint32_t - GEM buffer ptr - non-guessable
- global - purely local

http://phd.mupuf.org/files/fosdem2013_drinext_drm2.pdf



http://phd.mupuf.org/files/fosdem2013_drinext_drm2.pdf
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Linux Graphics Stack

Behind the scenes

XSHM

shm_open(name) / fd

mmap(fd) / ptr

shm_open(name) / fd

Application

name

B mmap(fd) / ptr

Name:
- const char*

| Compositor

ptr

ptr

http://phd.mupuf.org/files/fosdem2013_drinext_drm2.pdf
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http://phd.mupuf.org/files/fosdem2013_drinext_drm2.pdf

Linux Graphics Stack

Applications

nexuiz

gtk

Qt

Rasterizer

If UCS*

User space
Xorg
mesa
ddx
&““‘0&3
o
5 X-server libdrm

Kernel space

intel

drm radeon

nouveau

Hardware

CPU

GPU

http://phd.mupuf.org/files/fosdem2013_drinext_drm2.pdf



http://phd.mupuf.org/files/fosdem2013_drinext_drm2.pdf

p 3 Linux Graphics Stack

Process
User space

specific driver API generic DRM API (including GEM & KMS API)

4 DRM
core

DRM driver GEM KMS

& V| —¥

Video Card

framebuffer
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https://en.wikipedia.org/wiki/Direct Rendering_Manager#/media/File:DRM_architecture.svg



https://en.wikipedia.org/wiki/Direct_Rendering_Manager#/media/File:DRM_architecture.svg

p 3 Linux Graphics Stack
Graphics translation table

Providing the GPU with easy access to the Host RAM

Process virtual address space (VM)

oL
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£ 1 i N o\ \Physucal address
| 2z CIA
gg - o
GPU virtual address (VRAM + GART) »‘\

Location of the address/memory:
CPU GPU RAM GTT/GART(references RAM) | Device




CPU & GPU Memory requests routing

CPU

Glossary:

Linux Graphics Stack

Logical
address

Logical
address

GPU ="

MMU: Memory-Management Unit
IOMMU: Input/Output MMU
BIOS: Basic 1/O System

Location of functions:
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20» Graphics memory mapped into RAM

01: 00.0 VGA compatible controller: Advanced Micro Devices, Inc. [AMD/ATI] Caicos XTX

[Radeon HD 8490 / R5 235X OEM] (prog -if 00 [VGA controller])
Subsystem: Hewlett - Packard Company Caicos XTX [Radeon HD 8490 / R5 235X OEM]
Flags: bus master, fast devsel, latency 0,IRQ 27
Memory at e0000000 ( 64- bit, prefetchable) [size=256M]

Ispci




2 PCI devices presentation in Linux Kern

system.map:
ffffffff81aa8360

address

D
data section initialized

global symbol

pci_bus_type

.

symbol name

system.map sample:

000000000000a020 D cpu_lic_id
000000000000a080 D cpu_core_map
000000000000a0c0 D cpu_sibling_map
000000000000a100 D cpu_info
000000000000a1e0 D cpu_number
000000000000a1e8 D this_cpu_off
000000000000a1f0 D x86_cpu_to_apicid
000000000000a240 d pmc_prev_left
000000000000a440 D cpu_hw_events
000000000000b700 d bts_ctx



2% PCI devices presentation in Linux Kern
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struct  bus_type {
A
struct  subsys_private *p;
A
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2% PCI devices presentation in Linux Kern

CTpy kkiisg p &list devices -cBA3HbBIWU cnunmcok PCIlI ycrT
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struct  klist_node

struct subsys_ private lA
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struct  device_private




2% PCI devices presentation in Linux Kern

pci_dev . class -PClk nacc n noaknacc ycTpoucTBaA

struct resource -MMIO & PMIOy 4y ac T K U

struct  device_private { struct  pci_dev {
struct  klist_node unsigned int class;
knode_bus; S struct device dev;
struct  device struct  resource
*device; resource(];

kh }

nNnaMdaTWn

struct  resource {

resource_size t

start;
resource_size t

end;

%



2% PCI devices presentation in Linux Kern

Géobalsr re,
id ce Lo -
ETGEbal sfructure, . ) ——

( struct device_private

| Sstruct pci_dev

&

unsigned int class -

. Struct resource > |

Kiist_node knode bus - resource_size tstant

L L

Struct resource :  resource_size tend
resource{DEVICE_COUNT_RESOURCE] YRS

const char "name

void *n_kiist

- - -3 Struct list_head n_node
struct device -

struct ist_head *next struct resource *sibling
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struct device “device




Pixel representation
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struct fb._bitfield red: —

red.offset; G

_u32 bits_per_pixel

__u32 line_length




Plane representation
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2 Retrieving images
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Guessing chunk line width
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