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Our Agenda 2

˛̘̆̍
̞̜̓̏̍ ?

˗̞́̋̓̏
̑́̂̏̓́̆̓?

˜̜̑̏̅̔̍̃́̆̍
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ǹȉȖȘ ȌȈȕȕȣȝ
- ǲȈȒ ȌȖȒȈȏȈȚȤ, ȟȚȖ ȥȚȖ ȐȔȍȕȕȖ ȌȈȕȕȣȍ Ȑȏ ȐșȚȖȟȕȐȒȈ ǽ? 
- ǲȈȒ ȌȖȒȈȏȈȚȤ, ȟȚȖ ȕȐ ȖȌȐȕ ȉȐȚȐȕȜȖȘȔȈȞȐȐ ȕȍ țȚȍȘȧȕ?
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ǰȏȊȓȍȟȍȕȐȍ ȞȐȜȘȖȊȣȝ țȓȐȒ
- ǶȉȘȈȉȖȚȒȈ ȗȖȓțȟȍȕȕȣȝ ȌȈȕȕȣȝ 
(ȓȖȊțȠȒȐ, false-positives, ȠȐȜȘȖȊȈȕȐȍ, șȚȍȋȈȕȖȋȘȈȜȐȧ)

ǶȚȟȍȚ ȥȒșȗȍȘȚȈ-ȒȘȐȔȐȕȈȓȐșȚȈ
- ǶȉȖșȕȖȊȈȕȕȖșȚȤ ș ȚȍȝȕȐȟȍșȒȖȑȚȖȟȒȐ ȏȘȍȕȐȧ
-ǬȍȑșȚȊȐȧ Ȋ ȘȈȔȒȈȝ ȏȈȒȖȕȈ

˛̘̆̍
̞̜̓̏̍ ? Forensics



Stage 1: Memory acquisition
Target: Physical memoryDEFT

Digital Evidence & Forensics Toolkit

CLI:
ǒ dfcldd

ǒ AFFLIB

ǒ Libewf

GUI-based:
ǒ Guymager

ǒ AIR

Commercials:
Encase, X - Ways 

Forensics, etc.

˛̘̆̍
̞̜̓̏̍ ?



Stage 1: Memory acquisition
Target: RAM

˛̘̆̍
̞̜̓̏̍ ?
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Where to fail? 6

Rootkits Malicious activity

Kernel-level (ctd.)

- подменяем драйверы 

-обходим виртуализацию 

памяти

- подменяем shared libraries 

(не сработает в случае 

статической линковки)

Kernel-level

- серьезныйурон;

-модификация ОС для 

произвольных реакций 

системы;

- позволяет прятать 

файлы, блоки 

физической и 

виртуальной памяти;

User-level
- незначительный

урон;

-модификация 

системных команд

(ls, ps, du, df);

- изменение 

информации о диске, 

запущенных 

процессах и пр.

Memory losses

˛̘̆̍
̞̜̓̏̍ ?



Stage 2: Extract digital evidence

Hands-on
-̅̏̌̄̏,̑̉̒̋̏̃́̎̎̏

-̋̑̏̐̏̓̌̉̃̏

-̝̐̏̈̎́̃́̓̆̌̎̏

-̑́̈̎̏̏̂̑́̈̎̏

Automate
-̜̂̒̓̑̏

-̙́̂̌̏̎ ̎̏

-̎̆̎ ́̃ ̒̆̒̌ ̘̔́̉̇̉̈̎̉

-̏̑̍́̌̉̈̏̃́̎̏̕

˛̘̆̍
̞̜̓̏̍ ?



˛̘̆̍
̞̜̓̏̍ ? Stage 2: Extract digital evidence



=== PREPARE VOLATILITY ===
BUILD OWN PROFILE

ṉ Module.dwarf

ṉ System.map

ṉ Load built profile

ṉ Ready for stage 2

˛̘̆̍
̞̜̓̏̍ ? Stage 2: Extract digital evidence˛̘̆̍
̞̜̓̏̍ ?



˛̘̆̍
̞̜̓̏̍ ?
˛̘̆̍
̞̜̓̏̍ ?

calculate ()
render_table ()

render_text ()

render_custom_format () 

ask Google for help

volatility

ᵝ plugins

ᵝ linux

ᵝ common

ᵝ AbstractLinuxCommand

ᵝ <YOURCLASS>

Startpack

http://tomchop.me/2016/11/21/tutorial-volatility-plugins-malware-analysis/


˗̞́̋̓̏
̑́̂̏̓́̆̓?
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ǯȕȈȒȖȔȐȔșȧ ș ȋȘȈȜȐȟȍșȒȐȔ șȚȍȒȖȔ 
Linux
User-space, kernel, hardware 

ǨȕȈȓȐȏȐȘțȍȔ ȐȕȜȖȘȔȈȞȐȖȕȕȣȍ 
ȗȖȚȖȒȐ
ǲȈȒ ɈȘȖȎȌȈȍȚșȧɉ ȒȈȘȚȐȕȒȈ

ǬȍȓȈȍȔ ȊȣȊȖȌȣ 
ǲȈȒ ȥȚȐ ȏȕȈȕȐȧ ȗȘȐȔȍȕȐȔȣ Ȍȓȧ ȕȈȠȍȋȖ ȐșșȓȍȌȖȊȈȕȐȧ?



˗̞́̋̓̏
̑́̂̏̓́̆̓? Linux Graphics Stack

Behind the scenes

User-space
Layer

http://phd.mupuf.org/files/fosdem2013_drinext_drm2.pdf

http://phd.mupuf.org/files/fosdem2013_drinext_drm2.pdf
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˗̞́̋̓̏
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˗̞́̋̓̏
̑́̂̏̓́̆̓?

http://phd.mupuf.org/files/fosdem2013_drinext_drm2.pdf

Linux Graphics Stack 

http://phd.mupuf.org/files/fosdem2013_drinext_drm2.pdf


˗̞́̋̓̏
̑́̂̏̓́̆̓? Linux Graphics Stack 

https://en.wikipedia.org/wiki/Direct_Rendering_Manager#/media/File:DRM_architecture.svg

https://en.wikipedia.org/wiki/Direct_Rendering_Manager#/media/File:DRM_architecture.svg


˗̞́̋̓̏
̑́̂̏̓́̆̓? Linux Graphics Stack

Graphics translation table



˗̞́̋̓̏
̑́̂̏̓́̆̓? Linux Graphics Stack

CPU & GPU Memory requests routing



˜̜̑̏̅̔̍̃́̆̍
̙̎́̔̉̅ ̟̆

!

!!

!!!

ǶȌȕȐȔ ȊȣșȚȘȍȓȖȔ ȌȊțȝ ȏȈȑȞȍȊ
ṉǷȖȏȕȈȊȈȚȍȓȤȕȖȌȓȧ ȕȈș, ȊȒȓȈȌ Ȋ ȒȖȔȔȤȦȕȐȚȐ

ǲȖșȚȣȓȤȕȖ-ȖȘȐȍȕȚȐȘȖȊȈȕȕȣȑ ȗȖȌȝȖȌ
ḒǿȚȖȉȣ ȕȍ șȚȣȌȕȖȉȣȓȖ ȗȖȒȈȏȈȚȤ

ǨȘȝȐȚȍȒȚțȘȕȖȍ ȘȍȠȍȕȐȍ 
ǹȚȍȒ ȚȍȝȕȖȓȖȋȐȑ, ȏȈȌȈȟȐ, ȥȚȈȗȣ, ȥȌȎȈȑȓ





Graphics memory mapped into RAM˝́̂̏̓́̆̍

01: 00.0 VGA compatible controller: Advanced Micro Devices, Inc. [AMD/ATI] Caicos XTX 

[Radeon HD 8490 / R5 235X OEM] (prog - if 00 [VGA controller])

Subsystem: Hewlett - Packard Company Caicos XTX [Radeon HD 8490 / R5 235X OEM]

Flags: bus master, fast devsel, latency 0, IRQ 27

Memory at e0000000 ( 64- bit, prefetchable) [size=256M]

lspci



PCI devices presentation in Linux Kernel

system.map:

ffffffff81aa8360 D pci_bus_type

˝́̂̏̓́̆̍

symbol name

data section initialized 

global symbol 

address

system.map sample:

000000000000a020 D cpu_llc_id

000000000000a080 D cpu_core_map

000000000000a0c0 D cpu_sibling_map

000000000000a100 D cpu_info

000000000000a1e0 D cpu_number

000000000000a1e8 D this_cpu_off

000000000000a1f0 D x86_cpu_to_apicid

000000000000a240 d pmc_prev_left

000000000000a440 D cpu_hw_events

000000000000b700 d bts_ctx



Структура sysbus_private - данные драйвера 

struct bus_type {

ƛ

struct subsys_private *p;

ƛ

}

Находим по известному сдвигу (DWARF)

˝́̂̏̓́̆̍PCI devices presentation in Linux Kernel



struct device_private

struct klist_node

struct subsys_private

Структура klist klist_devices - связный список PCI устройств

˝́̂̏̓́̆̍PCI devices presentation in Linux Kernel



pci_dev . class - PCIкласс и подкласс устройства (0:1 и 3:0 для видео)

struct resource - MMIO & PMIOучастки памяти

struct pci_dev {

...

unsigned int class; 

struct device  dev;

struct resource 

resource[];

...

}

struct device_private {

...

struct klist_node 

knode_bus;

struct device 

*device;

...

};

struct resource {

resource_size_t

start;

resource_size_t

end;

...

};

˝́̂̏̓́̆̍PCI devices presentation in Linux Kernel



˝́̂̏̓́̆̍PCI devices presentation in Linux Kernel

JbqËp ebim Rru cfka ^ii sfabl NAG absf`bp%



__u32 bits_per_pixel ;

__u32 line_length ;

struct fb_bitfield red;

red.offset;

Pixel representation



Plane representation



Serial plane representation



Retrieving images

ʄʥʦʛʦ ʨʘʟʨʦʟʥʝʥʥʳʭ ʢʘʜʨʦʚʳʭ ʙʫʬʝʨʦʚ ʩ 

ʨʘʟʣʠʯʥʦʡ ʛʝʦʤʝʪʨʠʝʡ ʠ ʧʘʨʘʤʝʪʨʘʤʠ ʦʪʨʠʩʦʚʢʠ

ʄʦʞʥʦ ʠʩʩʣʝʜʦʚʘʪʴ ʚʨʫʯʥʫʶ?

˝́̂̏̓́̆̍



Guessing chunk line width
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