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MpoekT S=CR MERAK

Crapran

- BbicTpee Ha pPbIHOK!

- [oToBOE peweHue nyyLle onTUManbHOro

- Het BpemeHu Ha «Not invented here» - Koonepauua n naptTHepcTso!

NMpoAayKTt
- YnpasneHue BuaeokoHpepeHumamm (Skype for Business, Zoom, WebEXx,
GotoMeeting u T.4.) B akBapmnymax (Huddle rooms) c yctpoicTts nosb3oBaTenem

YcTpoucTeo

- Windows 10 Ha mnHu-PC (Hanpumep, Intel NUC)

- YMHOe yCTPOUCTBO, C CEpBUCAMMU «Ha BOPTY»

- «[lpepnaraeT» ceba ana NoAKNOYEHUNA M BbINONHEHUA 33434 NONb30BaTeENA



MpoekT S=CR MERAX

MpunoxeHmna ana nonb3osaresien nog Bce naatopmbl
- Windows

- Android

- i0S

- Mac OS

O6nako

- (CBA3aTb BCe BOegUHO

- Beb npunoxkeHue ana nonb3oBaTenen
- YnpaBaATb YCTPOUCTBaMM

Ponb B npoeKTe
- KomnaHusa «Mepa» oTBe4vana 3a BCE B niaHe pa3pabotku M0



Azure loT

Bbibop obnayHon nnatdopmbl ANA
npoekrta: loT

www.mera.com

MER



UHTepHeT Bewen: mudbl 1 TpeboBaHUA NPOAYKTa S=CR MERA

loT ynpolieHHO:

- [1aTYnKN, METPUKN, aHANIUTUKA 1 gawbopabl

- YMHbIN AOM, ropos, 3aBoA

- YcTpomncTBa ManeHbKME, HNYEro He YMEoT, HEBUAMMbIE U Ha baTapeirKax

loT uyTb WwKpe:
- B3anmopewncrtsue
- noboe ycTpomcTBO MOXKET BbINO/IHATL HEKOTOPbIXA Habop 3apau.



UHTepHeT Belleii: TpeboBaHMA NPoAyKTa S=CR MERAX

YnpaBneHue ycTpoucTtBamm
-  0ob6aBuUTb, UBMEHUTD, YAA/IUTb, NOAKNOYNTb, OOHOBUTDL ...
KomaHAabl Ha YCTPOMUCTBA U OTBETLI
- [OCTATO4YHO C/NIOKHbIXM NPOTOKO B3aMMOAEUCTBUA MeXKAY NPUNOXKEHUAMU U
YCTPOMUCTBOM.
- 310 KAloyeBoe oT/imume ot 6asosoro noHaTua loT
[1aHHbIe C YCTPOUCTB — METPUKU, AAHHbIE
3anpochbl C YCTPOWUCTB — NPEeAO0CTaBUTb AaHHbIe



KoHuenuua ana npoekra »S=CR W

KomaHAabl ynpaBaeHua

Mwuuu PC
Windows 10 O6nauHble cepBUCDHI
Things — Insights — Actions —

Generate Data . Based on Data Generated Based on Insights

______

__________________________________________________________________________________________________________________________

3anpocbl u
yrnpas/sieHne

MNpunoxxkeHuna:

MobunbHble U aecKron
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Azure loT
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High level loT architecture — 6a3oBble KOMNOHEHTbI

S=CR MERA
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Kniouesble KOMnoHeHTbl Azure loT S=CR MERAX

o N

<

Y

Bewu/Ycrpoiictsa (Devices/Things)

Knnentckume SDKs: C, .NET, Java, Python, Node, iOS

Azure loT Hub service

O6nayHbin LLN03 ana ycTponcTs, BCTPOEHHOE be3onacHoe coeaAnHEHNE
MpotoKkonbl: AMQP, MQTT, HTTP (c orpaHnyeHnamm)

Mpuem TenemeTpumu, cobbITUI

YnpaBaeHue yCTpoOMCTBaMU, PEECTP YCTPOMNCTB, MeTaaaHHble (Twin)
Pacwupaembin LLNO3, MUANNOHBI YCTPOWCTB

MHoOXecTBeHHble noTpebutenmn (consumers), coxpaHeHne coobueHnn ana
YCTPOUCTB

MapuwpyTusayma coobuieHm (routes) no npegonpeaeneHHbIM NpaBuiam

11



Device Twin

mS=CR MERKX

Device twins — 310 JSON AOKYMEHTbI
XpaHAT COCTOsIHME yCTponcTBa (MeTadaHHble, KOHPUTYPALMIO U COCTOAHUE)

loT Hub noaaepxunsaet device twin gna Kaxxa0ro ycTpomcTaa
Desired — “xenaHune” Obnaka, Reported — ¢pakT c ycTtpomncrtaa

Link: Device Twins

www.mera.com

Device app

Read, receive
change notifications

Read, write

Device twin

Properties

Desired

Reported

Back end

Read, write
change notifications

Read, write
change notifications

Read
change notifications
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https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-device-twins

NMoTeHumnanbHble KOMNOHEHTbI Azure loT S=CR MERAX

Azure Event Hubs
- Ecnn Hy*HO Big Data streaming

H
=" - basoBana 06paboTKa MMNIMOHOB COOLITUIN B CEKYHAY
- J
] - TpaHchopMMpPOBaTb MM COXPAHATL AaHHbIE, UCNO/b3YA Nt0bble NpoBanaepbl U

ajanTepbl

Azure Stream Analytics

- ObpaboTKa NOTOKOB COOBLITUM, 3aNPOCLI, B TOM YMC/ie U HA BonbluKX 06 bemax.

- UcTOYHUKKM: ntobbie

- 3anpocbl: U3BNEKAOT MHPOPMALMIO, CO3AaHME U HAXOXKAEHME WabNOHOB, CBA3EMN

- [lencTBUA Ha OCHOBE WAbNOHOB — NpeaynpeXKAeHUA, OTYEeTbl, COXPaHEHME
NAHHbIX

)
St
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Mnatoc 10, uTo Bcex 6ecnoKomT... u 3a4uem managed cepBuUCbI MERA

be3onacHOCTb
- [lpocTto BKAOUUTL TLS, HO choxHo ybeauTb aaxe ceba B 4OCTAaTOUYHOM
be3onacHocTw.
- AyauTt 6€30nacHOCTM peLlleHns N OTBETCTBEHHOCTb

PasBepTbiBaHUE U 06CNyKMBaHUE
- bBbicTpoe n ynobHoe
- UHcTpymeHTbl DevOps
- OcBeaOMNIEHHOCTb O COCTOAHUM CEPBUCOB

BbiCOKana AOCTYNHOCTb U BOCCTaHOBNEeHMe pabotocnocobHocTuU
- 3awmnTa oT oTKasos Lo/
- [leo-pacnpeneneHHaa cucrtema
- SLA

SzCR =



Azure loT

Bbibop obnayHon nnatdopmbl ANA
npoeKkTta: AWS n Azure

www.mera.com

MER



Kputepuu npu cpasHeHUM S=CR MERAX

TpeboBaHMA NpoeKTa
PyHKUMOHaNbHOCTL lO0T cepBucos
OueHKa Harpysku

CToOMMOCTb

16



Tpeb6osaHua n O6nauHble nnatpopmbl — loT (2017!) —vactb 1  V|ERAT

Obrace ___[AWs ______|Awre ____________|3anpocnpoexra

Device SDKs and MQTT/WS, HTTP AMQP/WS, HTTP, MQTT, custom HTTP/Web socket TpebytoTca ans cetel ¢

connectivity SDKs: C, JS, Java, SDKs: C, JS, Java, Python, C# firewall/proxy.
Python Windows 10 loT Enterprise Windows 10 — tekyuw,ana OS ycTpoicTBa.
Security Mutual, TLS Mutual, TLS TpeboBaHMA No 6€30nacHOCTU, PUCKK U 3aTPaThbl Ha
Key or Certificate pa3paboTKy cCO6CTBEHHOIO peLleHmns
Cloud AWS loT Device loT Hub/Event Hub Hy»keH ABYHanpaBAeHHbIN, ObICTPbIN KaHan
connectivity gateway - D2C, C2D D2C, C2D KOMMYHMKaummn ¢ Obnakom
service
Device registry  Registry, keys, Registry, keys storage, twin devices registry c meTa-gaHHbIMN, COCTOAHUAMM U
shadow of a device concept napameTpamu TpebyeTcs, pacllMpAEMbI.
Device Basic, Registry loT basic device/provision API Multitenant Ha ypoBHe cepBuca, SaaS. On-premise
Management based loT and MDM joined B O4EHb AANEKOM NEPCMNEKTUBE NN HE HYXKHO.
None for Enterprise  management
Device Win 10 loT CSP support
Management

S=CR '~


https://docs.microsoft.com/en-us/windows/iot-core/manage-your-device/AzureIoTDM
https://docs.microsoft.com/en-us/windows/iot-core/manage-your-device/AzureIoTDM
https://docs.microsoft.com/en-us/windows/iot-core/manage-your-device/AzureIoTDM
https://docs.microsoft.com/en-us/windows/iot-core/manage-your-device/AzureIoTDM

Tpe6oBaHua n O6nauHble nnatpopmbl — loT (2017!) —vactb 2 VERAT

Obracre ___[AWs _______|Awre ____________|3anpocnpoexra

Analytics, data Rules engine, AWS  Azure Stream Analytics MeTpuKKn, aHaAUTUKa, N1OrTMpoBaHue

flows Analytics

Visualization QuickSight Power BI MokeT noTpeboBaTbCcA OTAENbHbIN Aawbopa 6e3

pa3paboTku Beb npunoxeHus. JIerko MeHATb.

Intelligent SNS Azure Notification Hub and OnoBeLleHun

actions Machine Learning

Scalability Gateway scales to loT Hub scales to billions, other  Hy»XHO macwTabupoBaTb 1 BBEPX U BHU3, YTOObI
billions services — as well YMEHbLUINTb CTOMMOCTb

HepaBHee 6onblioe otanume!
https://docs.microsoft.com/en-us/windows/iot-
core/manage-your-device/AzureloTDM
https://github.com/ms-iot/iot-core-azure-dm-client/

SzCR =

B3rnag MS Ha cpaBHeHue ¢ AWS
https://docs.microsoft.com/en-us/azure/architecture/aws-
professional/services



https://docs.microsoft.com/en-us/azure/architecture/aws-professional/services
https://docs.microsoft.com/en-us/azure/architecture/aws-professional/services
https://docs.microsoft.com/en-us/azure/architecture/aws-professional/services
https://docs.microsoft.com/en-us/azure/architecture/aws-professional/services
https://docs.microsoft.com/en-us/azure/architecture/aws-professional/services
https://github.com/ms-iot/iot-core-azure-dm-client/
https://github.com/ms-iot/iot-core-azure-dm-client/
https://github.com/ms-iot/iot-core-azure-dm-client/
https://github.com/ms-iot/iot-core-azure-dm-client/
https://github.com/ms-iot/iot-core-azure-dm-client/
https://github.com/ms-iot/iot-core-azure-dm-client/
https://github.com/ms-iot/iot-core-azure-dm-client/
https://github.com/ms-iot/iot-core-azure-dm-client/
https://github.com/ms-iot/iot-core-azure-dm-client/
https://github.com/ms-iot/iot-core-azure-dm-client/
https://github.com/ms-iot/iot-core-azure-dm-client/

OueHKa Harpyskum u crommoctu loT

mS=CR MERAX

Ha Bxoge

www.mera.com N T Ty ———

Service profile From Userapps- ToCloud-per FromCloudto To Device per From Device per Overall
per session session Apps - per session session SmartDevice
session
ber of CustomRSOO

umber of "SmartDevices" per \
Company 10
Number of "sessions" per
"SmartDevice" per Day 10
Number of Users connected to
SmartDevice per "Session" 10
Times Entered and Exited
SmartDevice per User per Session 6 72 30 30 60
Action 1 per Session ,5 5 2,5 2,5 2,5 5
Action 2 per Session ,75 2 1,5 1,5 1,5 3
Action 3 per Session 0,5 3 15 1,5 1,5 3

ction 4 per Session 0,5 3 1,5 1,5 1,5 3

eep alives 0,1 10 10 10 10
Additional regs 1 1 10 10 10
N(kations from SmartDevice / 25 2,5 2,5
Metri CWEF
Session 0 0
Overall per session 99 25 57 39,5 96,5
Per Device per day 990 250 570
Pfelusiamnacaacday = 2500] 5700
For all companies per day, millions 5,940 1,5 3,42

Hub per month

Ha Bbixoae
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OueHKa ctoumocTu (2017) S=CR MERAK

Tpebyembie OueHKa TpeboBaHuM
KOMMNOHEHTDI no pecypcam

SDKs ana yctponcTs 250000 BecnnaTtHbIN BecnnaTtHbIN
Llenb: 250 000 devices
— dUHaNbHaA, ecTb U
NPOMEKYTOYHblE —
6000, 25000, ...

AWS gateway OAHO YCTPOWCTBO: $5 3a MUIMOH coOobLeHni 500S B mecAL, U AMMMUT B 6
Azure loT Hub 1000-5000 coobieHnm MWUZIMOHOB co0bLEeHn B AeHb
B leHb 50S/400K; 300M/5000S
CepBucHble coobLeHNA ToXKe BHyTpeHHMe onepaumu
OMNNaYMBaLOTCA. (o6bHOBNEHUA tWins AaHHbIX)

TOXe ON/1a4YnBatoTCA

512 bytes messages 4Kb messages

Link: AWS loT Pricing Link: lot Hub pricing

20


https://aws.amazon.com/iot-platform/pricing/
https://aws.amazon.com/iot-platform/pricing/
https://aws.amazon.com/iot-platform/pricing/
https://aws.amazon.com/iot-platform/pricing/
https://azure.microsoft.com/en-us/pricing/calculator/
https://azure.microsoft.com/en-us/pricing/calculator/
https://azure.microsoft.com/en-us/pricing/calculator/
https://azure.microsoft.com/en-us/pricing/calculator/

Azure loT

OcobeHHOCTU MHTEerpaumnn u
peann3aunm B NPoOEKTe

www.mera.com

MER



CUCTEMHasA apXUTEKTYpa B NPOEKTe mS=CR MERAK

\

Storage BLOBs sQL DB . .
o /IE‘ - Cloud services in Azure
10
b @ loT Hub
Clouds o u (S)
Cloud API loT =
REST API @ service ‘%
WS API L
A
EANR S On-premise
services
---------- o A
{ L :
\ Azure loT
i0S ’ R Device C#
l Android SDK
[ Windows i .4"'""“\.
Mac ull h i
Apps l . Devices K.) ;

____________________________________________________________________________________________________________________________________



Azure loT ME[?

PaboTta ObnayHoro cepsuca ¢ Azure loT

www.mera.com



O6nauHblii CEpBUC NPOEKTa - OCHOBA S=CR MERAX

- CepBuc HanucaH Ha Java, pabotaet B PaaS Azure App service (Tomcat/Java8)

- HacKonbko xopowo MS noaaepxunsaet Java B Azure? Hensioxo, HO HE Ha NepBOM
mecTe

- Wcnonbayet Azure loT service SDK Java

- Kop SDK B oTkpbiToM Buae https://github.com/Azure/azure-iot-sdk-java

24


https://github.com/Azure/azure-iot-sdk-java
https://github.com/Azure/azure-iot-sdk-java
https://github.com/Azure/azure-iot-sdk-java
https://github.com/Azure/azure-iot-sdk-java
https://github.com/Azure/azure-iot-sdk-java
https://github.com/Azure/azure-iot-sdk-java
https://github.com/Azure/azure-iot-sdk-java
https://github.com/Azure/azure-iot-sdk-java

Cloud — noakntouaemcs K loT Hub-y S=CR MERAX

Ncnonb3yet SAS Katou ana nogkntoyenma K loT Hub

private final String dvConnStr = "HostName=XXX-IOTHub.azure-devices.net;SharedAccessKeyName=iothubowner;SharedAccessKey=XXX"}

deviceMethod = DeviceMethod.createFromConnectionString(dvConnStr); yﬂpaBHEHMe ycTpoucreamu

eventClient = EventHubClient.createSync(ecConnStr, ecExecutorService); OGpaGoTKa COOGU.I,EHMﬁCVCTpOVICTB
registryManager = RegistryManager.createFromConnectionString(dvConnStr); PEECTp yCTPOﬁCTB

deviceTwin = DeviceTwin.createFromConnectionString(dvConnStr); Twin VCTpOﬁCTB

- BHyTpu mHormnx cepsucos B Azure nexut natrepH LUnHbl (Service Bus) ServiceBus Link
- Service Bus moxkeT bbITb NCNO/Ib30BaH Kak OTAeNbHbIN cepBUC, becnnaTteH OH TO/IbKO KakK

4acTb APYrMx cepsmcos

25


https://docs.microsoft.com/en-us/azure/service-bus-messaging/
https://docs.microsoft.com/en-us/azure/service-bus-messaging/
https://docs.microsoft.com/en-us/azure/service-bus-messaging/

Co3paHue YCTPOKCTB, NOyYEHUE Kloyel S=CR MERAX

Dp\me Ds-ta|la

- Co3paHune ycTpomncTBa, Java service

v I_:‘ Save Q‘ Regenerate keys EE Device Twin - [&] Message To Device <[> Direct Method + Add Module Identity D Refresh

- |D ycTpounctea cepBuc reHepupyeT no e
Hawemy NaTTepHy —
Primary key @

public Device addDevice(Hub hub) { E——
String deviceld = getDeviceId(hub);

Connection string (primary key) @

device
device

. . HostM :-IOTH b.azure-devices.net:Deviceld =7 ik 5 h Ac Key =S
Device.createFromId(deviceId, null, null); eetiame HbsRE e et e

registryManager.addDevice(device); Connection string (secondary key) @

HostName=TJOTHub.azure-devices.net:Deviceld=7 ANGGSNNE: S ha recAccessKeym

Connect device to loT Hub @

crabie

result.setDeviceId(iotDevice.getDeviceld () ;

result.setStatus(iotDevice. getStatus() getValue());
result.setConnectionState 10 De < 3etConnect10nState() getValue());

result.setPrimaryKe§iotDevice.getPrimaryKey®));

26



Cloud — 06paboTKa coobLLEeHUI C YCTPONCTB mS=CR MERAX

Link: Azure Read from built-in endpoint
Link: Event Hubs Partitions

- “bonee-meHee” ctaHaapTHbIN Messaging

- YnpouweHHo: loT Hub = Event Hub + Device Registry + Twins

- OcobeHHOCTH ﬂ ﬂ ﬂ ]
- Partitions

- YnopAagoyeHHada nocnefosaTebHOCTb COObITUN.

- Consumer groups

Event Receivers

Event Producers Azure Event Hubs

M~ perition 1

. il partition 2

M~ partition 3

M~ partition -

www.mera.com ONFIDENTIAL & PROPRIETARY 27


https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-messages-read-builtin
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-messages-read-builtin
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-messages-read-builtin
https://docs.microsoft.com/en-us/azure/event-hubs/event-hubs-features

Azure loT

PaboTa ycTtpoucTtsa ¢ Azure loT

MER



NogkntoueHne ycrpoiictea K loT Hub S=CR MERAX

- Yctpouncteo ncnonblyem Azure loT device SDK ana .NET Link: Azure loT SDK .NET
- [na noAKNOYEHUNA HYXKHO:

- Device ID -3apaem npu co3a4aHNU, XPAaHUTCA HA YCTPOUCTBE

- Device Key — reHepupyeTca npu co3aaHuun, nepeaaem U XpaHMm Ha YyCTPOUCTBE

- URL loT Hub

- MpoTokon (Habop NnpoToKoN0B)

private DeviceClient CreateDevice(string _iotHubUri, IAuthenticationMethod _authMethod,
IList<TransportType> _transports)

device = DeviceClient.Create(_iotHubUri, _authMethod, type);
var openTask = Task.Run(() => device.OpenAsync());

29


https://github.com/Azure/azure-iot-sdk-csharp
https://github.com/Azure/azure-iot-sdk-csharp
https://github.com/Azure/azure-iot-sdk-csharp
https://github.com/Azure/azure-iot-sdk-csharp
https://github.com/Azure/azure-iot-sdk-csharp
https://github.com/Azure/azure-iot-sdk-csharp

YnpasneHue ycTpoicTsom S=CR MERAX

Ncnonb3yem KoHuenumto direct method

Request-Reply B3anmopencresme

EcTb TamayT

Tam rae Hy»KHO HemeaeHHan peakumna n aencrene (HaNnpUMep, BKAOYUTb BEHTUNATOP)

O6na4yHbIN cepBUC:
result = deviceMethod.invoke(deviceld, methodName, s , payload);

YcTpouctso
await m _deviceClient.SetMethodHandlerAsync("“keepalive", recieveKeepAliveMessage, null);

static Task<MethodResponse> recieveKeepAliveMessage(MethodRequest methodRequest, object userContext)

https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-direct-methods
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https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-direct-methods
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-direct-methods
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-direct-methods
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-direct-methods
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-direct-methods
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-direct-methods
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-direct-methods
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-direct-methods
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-direct-methods
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-direct-methods
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-direct-methods
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-direct-methods
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-direct-methods
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-direct-methods

Device Twin B npoeKre S=CR MERAK

Link: Device Twins

Device Twin

- O6HoBneHune MO — Tekywasa Bepcuma MO — ¢ ycTponCTBa,
Tpebyemas Bepcua - ¢ Obnaka, cpaBHeEHUE
- [MonyyeHne TokeHa asTopm3saumm Ha REST API
- B MOMEHT nogkntovYeHmnA ecTb TO/IbKO OAMH KaHan
{

aBTOpM3a LLMM "deviceId”: "meweee",
"etag": "AAAAARAAAAM=",
v v "deviceEtag": "NDUSMDQ1NzU3",
- yCTpOVICTBO MOMXET NMNOCMOTPETDL yKe CO34aHHbIN PpaHeEe "status”: "enabled",
"statusUpdateTime": "8601-01-21To2:02:08",
"connectionState”: "Disconnected",

TO Ke H "lastActivityTime": "86e1-01-21To2:02:08",
"cloudToDeviceMessageCount™: 8,
"authenticationType™: "sas",
"%x589Thumbprint™: {

"primaryThumbprint™: null,

"secondaryThumbprint™: null
Plan 1,
"version": 4,

"properties”: {

"desired": {
"approved _build”: " nnmheskeistedesidet . nci”,
"settings_id": "UpdateProfile43”,
"token_info™: {

"token":
** @] G et O, |
PSsojUJIFGpTFISbSAZAQIDMAYQ™,

"exp": "Jun 2, 2818 7:23:28 PM",

"hubId": " m=m"

I_:| Save U Refresh

s
| :_J The device twin for 'ZRHO000246' is shown below. You can add tags and des

Monitor i 1
"$metadata”: {
"$lastUpdated”: "2818-86-82T13:23:28.2655311Z2",
"$lastUpdatedversion™: 3,



https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-device-twins

Azure loT

CNOXXHOCTU N HAaXOA KW
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KopnopatusHbie cety S=CR MERAX

- UDP pa3pelueH Hapyy? — Hert

- PaspeweH nobont TCP-based npotokon? — Het, Tonbko HTTP/s
- Jltobbie nopTbl pa3pelueHbl Ansa aoctyna B UHTepHeT? — Her

- Joctyn B UHTEpHET 6e3 npoKcu cepsepa? — Het

- Wi-Fi ceTb umeeT noakntoyeHune K LAN? — Her

PeweHue -> AMQP over Websockets

- TCP, HTTP upgrade, 443/8443

- lMoppepxmnBaeT NPOKCU, HO... HE NOAAEPHKMNBAET aBTO-KOHPUTYPALMOHHbIN CKPUNT A4
npokcu!

PeweHune 1: meHATb OBUBANOTEKY M cAenaTb NoAAEPKKY BHYTPU

PeweHune 2: nponncaTb agpec NPOKCU OTAENbHO AN BMBAMOTEKM U BbIKNOUYNTL ABHOE

NPOKCU ANA BCEro oCTaabHOro

Kakow nyTb mbl Bblbpann? MpasunbHO!
33



“Opy3bal Y Hac cHosa 8000!” S=CR MERAK

- OrpaHunyenmne becnnatHoro loT Hub — 8000 coobuieHnm B
CyTKU. Kak 310 MmHOro — 8K coobLieHnmn B AeHb Ans
yctpoucts? A 400K?

3aBUCUT OT MHOTUX ¢paKTopos. Ho MHOroe 3aBUCUT U OT
KayecTBa MPOTOKOa U peasin3aumnu

Mpumep: IT'S OVER'SOOO
- Keep alive Kaxkayto muHyTy -> 60%*24 = 1440 coobLieHuni B
- 3abbI/1 KNIMEHTA PAAOM C YCTPOMUCTBOM -> MUHYC 2K

m loT Hub Usage

Messages: 4557 / 400000 Daily

loT Devices: 183 productson

loT Edge Devices: 0

SALE

every week!

loT Edge Deployments: 0

Shop a selection of our great deals available now.




E2E MOHUTOPUHT S=CR MERAX

Mpobnema: bak-eHa CepBuc nepectaeTt noay4aTtb coobuieHma c loT Hub

loT Hub:
- HuKakunx owmnbok, paboTaeT BUAMMO KOPPEKTHO, NepeaaeT coobueHmna Ha BbIXos,

O6nauyHbIN cepBuUc
- Hukakunx ownbok, pabotaetT BUAMMO KOPPEKTHO, YTO noay4yaet — obpabaTbiBaeT

BmecTe — He pabortator.

Ob6nayHbIN cepBMC He noayyaeT coobuieHnn. NMouemy? M 40 cnx NOP HEBbIACHEHHbIE
MPUYUHDI.
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E2E MOHUTOPUHT S=CR MERAK

PeweHue gnsa obHapyXeHus ﬂpOGﬂEMHOI’O COCTOAHUA.

«Metna» o6paboTKn
- B oTBeT Ha BxoasAuee coobueHne B 061a4HbIN CEPBUC OTNPABUT FAPAHTUPOBAHHO

coobuwleHmne Ha3aa B loT cepBuc
- Co3pgaeTca pyHKUMA, perynsspHo oTCcblnatowasa Takoe coobuieHmne

MOHUTOPUHT
- Co3paetca npaBuno ana moHutopuHra B loT Hub Ha perynapHoe npucyrcreme

coobLieHUua c oTBeTom
- Mpun Hannumm npobnemsbl -> nponagaet coobuleHme - > Alert!
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Azure loT ME[?

[logBOoAA NPOMEXKYTOYHbIEe NTOTU



B 3aK/l04YeHue S=CR MERAK

CocTtoaHMe npoeKTa
- OnbIT NO3UTUBHbIN: cucTeMa paboTaeT, 3aKa3umnK He ¥KanyeTca Ha CTOMMOCTb BAageHus
- YeTtblipe pa3sBepTbiBaHusA (Dev, QA, Staging, Demo/Production)

YTO MOXXHO yAy4ylwnTb
- MHoKecTtBO DevOps MHCTPYMEHTOB, KOTOPble eLle He U3Yy4a/IMCb U He NPUMEHANNCH
- MeTpuku:
- He ucnonb3yem cTaHAAPTHbLIW NYTb, HYXXHO A06aBAATb Azure Stream Analytics
- HemepneHHoe npaBu/ibHOE COCTOAHME YCTPOMCTBA (MOAKNIOYEHO UK HeT) TpebyeT
nopaboTku
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BbiBoAbl S=CR MERAX

He 60ATbCcA cMmOTpeTb LWMpe npu BbIbOpe MHCTPYMEHTOB ANA peain3aumm NPoOeKToB
Azure |loT - 3penoe pelweHne co CBOMMU NOTeHUUANTbHbIMU AOCTOUHCTBaMM

Azure n Windows apy»<at
LleHoobpa3oBaHMe O4eHb BbICTPO MEHAETCA
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Azure loT B E MER

[loxKanywncra, Bonpocobl?

Nnun c yaoBOAbCTBMEM OTBEYY YYyTb MO3XKE

Nnn coscem No3srKe -> AHApelt KoHoBaNoB

He 3abbiBaem npo Azure loT!
Azure loT Reference Architecture
KpaTko

www.mera.com m
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