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CopepxaHue

1. O630p apxutektypbl MILS

2. ApantmsBHasa MILS nnatdopma

3. Ponb 1 3aga4yn MOHUTOPUHra COCTOSIHUM

4. MexaHn3m MOHUTOPUHIaA COCTOSAHMN Ha OcHOBe Kaspersky Security System
5. TlonnTnKn MOHUTOPUHIa COCTOAHWUN

6. [Mpobnembl peanusaumu

7. 3akn4yeHune
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Jsonwuma MILS nnatdopmbI*

OcHoBHaa naes:

— be3onacHble cnuctembl JOMKHbI
paccMmaTpuBaTbCA Kak CUCTEMBI
pacrnpeaeneHHbIX KOMNOHEHTOB
— Anpo pasgenenua aenaetca TCB

Llenn:

— OpHoBpeMeHHoOe obecrnevenmne
NHPOPMaLMOHHON U PYHKLIMOHANbLHOW
©e3onacHoCTr

— YnpouwleHmne Banugauum n sepudukaumm
— lNogaepxka pasHbIX NONUTUK 6Ge30nacHOCTH

1980- @ Noea Appa PasgeneHus kak ocHoBblI 6e30nacHoOn cUcTeMsl
2000 B cuny npobnem ¢ peanusauunen OTnoxeHo

* [laTbl ykasaHbl NpubnnsnTensHo
KASPERSKY?3



MILS — Multiple Independent Levels of Security and Safety

MILS aTO apxuTeKTypa cucteMbl, NTOCTPOEHHOM C UCMNOSib30BaHUEM sigpa pasaeneHus (Separation Kernel,

J.Rushby, “Design and Verification of Secure Systems”, SOSP ’81 )

UHdopmaumoHHaa 6e30nacHOCTb

1. Wsonsaumsa oT HegoBepeHHOro cyobekTa/koaa/oKpyXeHus, M3onauus HeoBepeHHOro cybbekTa/koaa/oKpyKeHns
2. TMonuTukn manaaTHOro KOHTPONS AOCTYNa, pasaeneHne o6s3aHHOCTEN

3. PasgenbHasa Banupauusa n Bepudmrkalms

dyHKUMOHaNbHaA 6e30nacHOCTb

1. ObecnevyeHne HEBNUAHUA
2. PasgenbHas Bepudukaumd

3. [lopaepxka NpUNoXeHun ¢ pasHbiMyU TpeboBaHUAMU K peanTanMoBOMY UCNOSTHEHUIO



Jsonwuma MILS nnatdopmbI*

OcHoBHasa naes:

Llenu:

° NccnegoBaHne sgep KOMMEpPYECKUX CUCTEM aBUOHUKN
ans obecnevyeHnsa MHopMaLMOHHOM Be30MNacHOCTHU

Npesa Appa PasgeneHunst kak ocHoBbl 6e30MnacHON CUCTEMBI
B cuny npobnem ¢ peanusaunen oTnoxeHo

* [laTbl ykasaHbl NpubnnsnTensHo

KASPERSKY?3



NASA Independent

Opyron UCTOYHUK = N
V&YV of Integrated Modular
Avionics and Partitioned

Flight Software

Application Application Application System System
Partition Partition Partitdg Partition Partition August 13, 2012

Kimberly A. Mittelsted
NASA IV&V Program

NCTOYHUK:
https://www.nasa.gov/sites/default/files/3-5b-
2012 workshop presentation on arinc 653 20
120822 submitted pdf.pdf

Board Support Package |

Hardware



https://www.nasa.gov/sites/default/files/3-5b-2012_workshop_presentation_on_arinc_653_20120822_submitted_pdf.pdf

OxupgaHusa - peanbHOCTb

D . . . NASA Independent
% Idealized Architecture Comparison Verification and

Validation Facility

wvav
Federated IMA NCTOYHMK:
, https://www.nasa.gov/sites/default/files/3-5b-
* Dedicated processors. « Smaller # of processors ps:// gov/ / / [
« Dedicated resources i B 2012 workshop presentation on arinc 653 20

120822 submitted pdf.pdf

* Lower CM complexity .

Platform independent application

* Platform dependent applications. . pgrtable applications

* Redundancy managed at box 5

Expandable/Reconfigurable
level.

* Redundancy managed at IMA.

Function C Function X Function Y Function Z



https://www.nasa.gov/sites/default/files/3-5b-2012_workshop_presentation_on_arinc_653_20120822_submitted_pdf.pdf

Jsonwuma MILS nnatdopmbI*

OcHoBHasa naes:

Llenu:

Passutne ngen MILS, nossneHune MILS community

MccnepoBaHue soep KOMMEPYECKMX CUCTEM aBUOHMKK ANs
obecneyeHns NHpopmaumnoHHon 6e3onacHoCTH

Npesa Appa PasgeneHunst kak ocHoBbl 6e30MnacHON CUCTEMBI
B cuny npobnem ¢ peanusaunen oTnoxeHo

* [laTbl ykasaHbl NpubnnsnTensHo

KASPERSKY?3



Jsonwuma MILS nnatdopmbI*

OcHoBHasa naes:

Llenu:

° [Mpodunb 3awmntel SKPP
[MNosiBrneHne kommepuyeckux OC Ha nnatdopme MILS

o Passutne ngen MILS, nosieBneHne MILS community

MccnepoBaHue soep KOMMEPYECKMX CUCTEM aBUOHMKK ANs
obecneyeHns NHpopmaumnoHHon 6e3onacHoCTH

Npesa Appa PasgeneHunst kak ocHoBbl 6e30MnacHON CUCTEMBI
B cuny npobnem ¢ peanusaunen oTnoxeHo

* [laTbl ykasaHbl NpubnnsnTensHo

KASPERSKY?3



Cucrtema, noctpoeHHass Ha ocHoBe nnartdopmbl MILS

MILS system

partition partition partition

partition partition partition
content content

content content content content

MILS platform
MILS core

r
E.g., SW implementing :

virtualization of a

enforcing functionality devices e generation

SK (+configuration) + SW for critical HW E.g., security audit

HW (+configuration). For |
example: CPU, MMU, I/O
MMU, memory bus (list : MCTO'“IHMK'

of guards) ,
EUROMILS. MILS
Architecture

Figure 1: MILS architecture template (components in dashed lines are optional). Whitepaper



http://euromils.eu/downloads/2014-EURO-MILS-MILS-Architecture-white-paper.pdf

Jsonwuma MILS nnatdopmbI*

OcHoBHasa naes:

° [MpoToTUNUMpoOBaHUe gnHammdeckoro MILS

n pacnpegeneHHoun nnatdopmel MILS
Llenu:
Mpodounb 3awmTel SKPP
MoseneHne kommepyecknx OC Ha nnatdopme MILS

Passutne ngen MILS, nosieBneHne MILS community

MccnepoBaHue soep KOMMEPYECKMX CUCTEM aBUOHMKK ANs
obecneyeHns NHpopmaumnoHHon 6e3onacHoCTH

Npesa Appa PasgeneHunst kak ocHoBbl 6e30MnacHON CUCTEMBI
B cuny npobnem ¢ peanusaunen oTnoxeHo

* [laTbl ykasaHbl NpubnnsnTensHo

KASPERSKY?3



MILS nnaTtdgopma: apxuteKkTypa AoBepus

The architecture
expresses an
interaction policy
among a collection
of components

Circles represent G The absence of an
architectural < wie i arrow is as significant
components - as the presence of one
(subjects /

objects)

Trusted Arrows represent
Subject interactions

Components are

assumed to perform This component
the functions specified G has no interaction
by the architect - C5 with any other
(trusted o

components enforce

a local policy)

Suitability of the architecture for some purpose
presumes that the architect’s assumptions are met
in the implementation of the architecture diagram.

KASPERSKY?3



PacnpepeneHHana MILS nnaTtdopma

Distributed MILS Platform -
MILS nodes with deterministic communication -

A Distributed MILS Platform:

Enables: P Realization of
‘ 7~ deterministic

distributed MILS
architectures

o | Pl

Node Hardware || Node Hardw m Node Hardware

KASPERSKY?3



Jsonwuma MILS nnatdopmbI*

OcHoBHasa naes:

) [MpoToTUNNpoBaHWe aganTUBHOM
nnatopmel MILS

lMpoToTunupoBaHue anHamudeckoro MILS n pacnpeneneHHoun
nnatdgopmbl MILS

Llenu:

Mpodounb 3awmTel SKPP
MoseneHne kommepyecknx OC Ha nnatdopme MILS

Passutne ngen MILS, nosieBneHne MILS community

MccnepoBaHue soep KOMMEPYECKMX CUCTEM aBUOHMKK ANs
obecneyeHns NHpopmaumnoHHon 6e3onacHoCTH

Npesa Appa PasgeneHunst kak ocHoBbl 6e30MnacHON CUCTEMBI
B cuny npobnem ¢ peanusaunen oTnoxeHo

* [laTbl ykasaHbl NpubnnsnTensHo

KASPERSKY?3



OvnHamunyeckun MILS u AgantuBHaa MILS nnatdopma ana obecneyeHus
YCTOUYUBOCTUN KPUTUYECKOU MHPPACTPYKTYPbI

Kputnyeckue MHppacTpyKTypbl HY>KAAKTCA B YCTONYNBOCTHU

BonbwuHcTBo cuctem KM cnoXxHbl n oTTOro Xpynkne, B OCHOBHOM He CIMOCOOHLbIe
NnepeHoCUTb BHeLWHUe BO34eNCcTBUA

YcTtonymeasi cuctema cnocobHa aganTupoBaTbCs K UBMEHEHUAM.
YCTOMYMBOCTb - OTKPbLITOE TPpEOOBAHME, MOCKOSIbKY YCIOBUA MOTYT BbITb CKOMb YrOAHO LLUMPOKUMMU

HekoTopble uccrnenoBaHna npeanaratoT nogpaxatb OMofIormMd4ecknm cuctemMam anga OOCTUXKEHUS
yCTONYMBOCTU, noaxod agantueHoro MILS ckopee npo nogpaxaHue nogam

KASPERSKY?3



ApantTuBHaa MILS nnatdopma

Cuctema noctpoeHHas Ha nnatgopme MILS

Knaccuueckum OuHamunyecknmn
MILS MILS

ABTOHOMHas
MILS
nnatdopma

ApnantnBHasa MILS

nnatdopma

PacnpepeneHHbIn
MILS

CpepncTBa pekoHdUrypauum CpeacTsa MOHUTOPUHra

CpeactBa agantaumm 1 pekoHurypauum

Anpo pasgenenus

O6opynoBaHne BC CeTteBoe obopynoBaHue

CpeacTtea KOMNO3NLMOHHOW BEPUdIMKaLINK

KopeHb foBepus

KASPERSKY?3



Jsonwuma MILS nnatdopmbI*

° PasButune: aBTOHOMHbIN MILS,
SIHEETER WS reTeporeHHsin MILS, ...

lMpoTtoTunupoBaHue aganTneHom nnatgopmel MILS

lMpoToTunupoBaHue anHamudeckoro MILS n pacnpeneneHHoun
nnatdgopmbl MILS

Llenu:

Mpodounb 3awmTel SKPP
MoseneHne kommepyecknx OC Ha nnatdopme MILS

Passutne ngen MILS, nosieBneHne MILS community

MccnepoBaHue soep KOMMEPYECKMX CUCTEM aBUOHMKK ANs
obecneyeHns NHpopmaumnoHHon 6e3onacHoCTH

Npesa Appa PasgeneHunst kak ocHoBbl 6e30MnacHON CUCTEMBI
B cuny npobnem ¢ peanusaunen oTnoxeHo

* [laTbl ykasaHbl NpubnnsnTensHo

KASPERSKY?3



Ponb v 3aga4um MOHUTOPUHIa COCTOSAHUM

Monitoring plane
Operational plane

Property-
based
monitors

Anomaly Context nnl:i::bn

detection Extractor and feedback

Adaptation plane User defined

plan/ Cert. Assurance Plane
Architecture Architecture Fluggable
strategies

Configuration Reconfiguration v

Identification Logger

Actuators

Foundational plane

Design and
Verification
Tools

Architecture Rule-based
Reconfiguration Architecture
Planner Reconfiguration

m— NG architecture

Platform
Reconfiguration

Planner ] Reconfig.
constraints

Configuration
Change Controlier

KASPERSKY?3



MexaHn3m MOHUTOPUHra cocTosiHUN Ha ocHoBe Kaspersky Security System

Information System

Kaspersky Security System

KSS nosBongaeTt peann3oBaTtb YHUKarbHblE NONUTUKM Be30nacHOCTU (B AaHHOM crydae MOHUTOPUHra) B
KaXKAOM KOHKPETHOM CIiy4ae ee nNpuUuMeHeHUs

[Mogaepkka HENCNOMb3yeMbIX MOSIUTUK B CUCTEMY HE BKNOYaAETCs, nogcncrema 6€30nacHOCTU B KaXaoM
cny4vae npumeHeHns obecneydmBaeT TONbKO HEOOXOANUMBIN (PYHKLMOHAN

Bo3MOXHOCTW KOHGMIypaummn n pekoHdurypaumnm oteedatot TpebosaHusm agantmeHon MILS nnatdopmel

KASPERSKY?3



UHTerpauma KSS B agantuBHyro MILS nnaTtdopmy
B KayeCcTBe MexaHUu3Ma MOHUTOPUHIra COCTOSIHUMN

B

AADL specification

B

KSS specification

Q

sensor_0

Q

sensor_2

Q

sensor_1

Q

sensor_3

State Monitor

i KSS_Monitor

i Monitor Library

EXTRACT > KSS GENERATE
’ Configuration ’

LTL
Formulas

Monitor
Configuration

ON QPORT1.PENDING > 3
TRIGGER EV_QPORT1_PENDING_ABOVE_3
ON PART1.STATE = INACTIVE
TRIGGER EV_PART1_INACTIVE

KSS Monitor
(C Code)

LINK WITH

Monitoring
Library

Monitoring
Applhication

W,

KSS Monitor API

feed_events(mask)

Monitoring API

part_state(part_id, state)
gport_pending(qgport_id, num)
time_part_schee(scheme_id)

while (true) {
read_system_state();
time_part_scheme(...);
part_state(...);

KASPERSKY?3




HedopmanbHblie TpeboBaHUA K Texnpoueccy BMAa:

B npouecce paboTbl NPOMbILLIIEHHOW YCTAHOBKM PEXMM YNPaBEHNSA OTKITHOYEH

- OgHOBpPEMEHHO MOXET MOryT ObITb 3anyLleHbl He bonee ABYX YCTaHOBOK
- Ecnu cpabartbiBaHne 3aTBOpa OLINO BbI3BAHO Oonee 9 pas 3a MUHYTY, OTKNOYNTL YCTAHOBKY
- Bpems nepepn 3anyckom cuctemMebl rnocrie nepedosi ITaHuUsa U OTKPbITUEM 3aTBOPa AOSMKHO

COCTaBfIATb HE MeHee 5 MUHYT

PopmManbHbie NOJINTUKMU

KASPERSKY?3



MNoaBoaHbLIe KAMHU NpPoOeKTa

[, aE &P

PasHas [‘paHuLbI MNonHoTa MHTerpaums
TEXHOMornyeckasd  OTBETCTBEHHOCTU peanusauuu
3penocTb
o e N
YCNOXHEHHOE BHeLHWI MHoro %ymamHom
B3avmMoaencTemne KOHTPOJTb PaboThI

KASPERIKY3



3akKknyeHue
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