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[nan goknapa

Muccusa Kernel Self Protection Project
O630op STACKLEAK ¢ ynomunannem grsecurity /PaX
Mown uenb n TakTMKa

STACKLEAK «kak cyHKumusi besonacHocTu:
» Kakue ysi3BUMOCTY 3aKpbiBaeT

» MexaHuambl 3aLLNUThI
» BnnsiHne Ha npou3BoANTENBHOCTD

Tekylee cocTosiHme paboThi:

» Y7o cgenaHo 3a rog, 4TO NPEACTOUT CAeNaTh
» OnbIT 0DLWEeHNA B coobuyecTBe pa3paboTunkos sgpa Linux
» l3BneveHHble ypokn
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Kernel Self Protection Project

BesonacHocTk - 370 bonbLle, YeM UCNpaBieHne oLwnbok

Anpo Linux gonxHo besonacHo oTpabaThiBaTh B

OLWNDOOYHOR CUTyaLnm

Llenb: ycTpaHeHUe KnaccoB ysI3BUMMOCTER U METOMOB UX
aKCnyaTaumnu

[MonesHble cChiNKN:

» KSPP wiki:
http://kernsec.org/wiki/index.php/Kernel _Self Protection Project
» O630p KSPP (Kees Cook):
https://outflux.net/slides /2017 /Iss /kspp.pdf
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Linux Kernel Defence Map

https://github.com /a13xpO0p0Ov/linux-kernel-defence-map
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Kak STACKLEAK yny4waet 6esonacHoctb sigpa Linux

Anekcangp Monos(Positive Technologies)


https://github.com/a13xp0p0v/linux-kernel-defence-map

Mecto STACKLEAK B 0bLeit kapTute

/ Stack Depth Overflow (CWE-674.7)
- ------- PAX_MEMORY_STACKLEAK ——» Uninitialized Vars (CWE-457) 4—.

\- Info Exposure (CWE-200)

Legend:

- Commercial Defences Vulnerabilitics -
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0630p STACKLEAK

o 3ameyvaTenbHasa yHKLUMSA besonacHocTn sapa Linux
o Paspaborana PaX Team
o PAX_MEMORY_STACKLEAK B grsecurity/PaX natue

o OpHako, grsecurity/PaX naty Tenepb 3akpbiT Ans

coobulecTsa

o Mocneansis nybnuynas sepcusi ans sgpa 4.9 (04.2017)
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[Mpusrectn STACKLEAK B BaHnnbHoe sgpo Linux |
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Mos TakTunka

o Boigennts STACKLEAK u3 grsecurity/PaX naTua

we -1 ../grsecurity-3.1-4.9.24-201704252333.patch
225976 ../grsecurity-3.1-4.9.24-201704252333.patch

o TlIAaTeNbHO U3YYNTbL KOA4 1 CCOOPMUPOBATH MaTy

o Otnpasutst B LKML, nonyunts obpaTHyto CBSI3b,
YAYYLWUTb, NOBTOPUTH

o /* Tak nostopsito yxe rog */
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STACKLEAK: cBoiicTea besonacHocTu

KpaTko o cBoiicTBax 6e3onacHoCTH,

npepocTtaBnsiembix STACKLEAK
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STACKLEAK: cBoiicteo bezonacHocTu Nel

o Ounuiaer cTek sapa B KOHLE CUCTEMHOrO Bbi30BA

o Cokpallaet nosesHyto nHOPMaLMIo, KOTOPYK MOTyT
BbIJaTb HEKOTOPbIE™ yTeukn U3 sgepHoro crteka B
NONb30BaTENbCKOE MPOCTPAHCTBO
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[Mpnmep yTeukn uHdpopmaymm n3 cTeka sapa

USERSPACE

invoke syscall #1

return to userspace

/kernel thread stack
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return to userspace
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pOBaHMeE TaKUX

USERSPACE

yTedek nHopmMaLmm

.kernel thread stack

invoke syscall #1

— -OxBEEF
7/ -OxBEEF
V' OXBEEF

erase_kstack()

-OxBEEF

-OxBEEF

security-
sensitive
data
erased

return to userspace \

STACKLEAK_POISON

kernel thread stack

invoke syscall #2

} not
initialized

now in userspace 1 ng %
memory, useless ! copy_to_usert : . X
T . py.to_user() " copie ~OXBEEF
Ox42 ! -OxBEEF
1 0x43
-OXBEEF
“OXBEEF return to userspace
0x43
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STACKLEAK: cBoiicteo be3onacHocTu Ne2

o Bnokupyet HekoTopble™® aTaku Ha
HEMHULMANN3NPOBAHHbBIE MEPEMEHHbIE B CTEKE A4pa

o [lpumepbl: skcnnyaTauus CVE-2010-2963, CVE-2017-17712

o Cm. ommunyto cratbio Keiica Kyka (Kees Cook):
https:/ /outflux.net/blog/archives/2010/10/19/cve-2010-2963-v4l-compat-exploit/
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ATaka Ha HeMHWLMANU3UPOBAHHYIO MEPEMEHHYIO B CTEKe

USERSPACE

.kernel thread stack

payload #1 prepared
in userspace

arget_addr

invoke syscall #1

payload #2 prepared

in usersiace

copy_from_user()

return to userspace

invoke syscall #2

copy_from_user()

return to userspace

invoke syscall #3
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NpoBaHMe aTak

TaKOro T

USERSPACE
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invoke syscall #1
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STACKLEAK: cBoiicteo be3zonacHocTtu Ne3

[penocTaBasieT AMHaMuUYeCcKne CpeacTsa obHapy eHus
nepenosiHeHusi cTeka sapa B rnyouxy”
(kernel stack depth overflow)
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B3anmHoe BanaHue mexaHnsaMos be3onacHoOCTy

B BanunbHom sigpe (Linux kernel mainline) STACKLEAK
3(pPeKTNBEH NPOTMB MEPENONHEHNS CTEKA B raybuHy”
TONLKO B COYETaHUM C:

o CONFIG_THREAD_INFO_IN_TASK

o CONFIG_VMAP_STACK (oba BHegperbl Andy Lutomirski)

2 a4 -
. e y s ) ~

Buktop BacHeuos, Borateipu (1898)
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Ataka Stack Clash Ha apepHbIli cTek

Nges: Gael Delalleau: "Large memory management vulnerabilities" (2005)
W ewe pas: "The Stack Clash", Qualys Research Team (2017)

thread stack top

old stack pointer
alloca()-ted
memory
|
thread stack bottom -
guard page
another thread stack 3 [ new stack pointer

or a heap object
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https://cansecwest.com/core05/memory_vulns_delalleau.pdf
https://www.qualys.com/2017/06/19/stack-clash/stack-clash.txt

STACKLEAK: 3awmTa ot Stack Clash

o Cratbss 0 STACKLEAK n Stack Clash B bsiore grsecurity:

https://grsecurity.net/an ancient kernel hole is not closed.php

o [laHHbIi KOA MCNONHAETCSA nepea KaXkAabiM Bbi30oBOM alloca:

if (alloca_size >= stack_left) {
#if !'defined (CONFIG_VMAP_STACK) && defined(CONFIG_SCHED_STACK_END_CHECK)
panic("alloca over the kermnel stack boundary\n");
#else
BUGQO) ;
#endif
¥
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3poposo! A ckonbko 310 ctount? (1)

KpaTtkuii Tect npoussogutensHocTu Ha x86 64
Ob6opyaosatue: Intel Core i7-4770, 16 GB RAM
Tect Nel, npusnekatensHbiin: cbopka sagpa Linux ¢ Ubuntu config

time make -j9

Result on 4.11-rc8:

real 32mi14.893s
user 237m30.886s
sys 11ml12.273s

Result on 4.11-rc8+stackleak:

real 32m26.881s (+0.62%)
user 238m38.926s (+0.48%)
sys 11m36.426s (+3.59%)
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3poposo! A ckonbko 310 cTounT? (2)

KpaTtkuii Tect nponssogutenbHocTn Ha x86 64
Ob6opyaosatue: Intel Core i7-4770, 16 GB RAM
Tect Ne2, HenpuBekaTenbHbIN:

hackbench -s 4096 -1 2000 -g 15 -f 25 -P

Average on 4.11-rc8: 8.71s
Average on 4.11-rc8+stackleak: 9.08s (+4.297%)
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3noposo! A ckonbko 310 ctont? (3)

BriBogbl
1. Bausinue STACKLEAK Ha npousBoguTenbHOCTb

CMCTEMbI 33aBUCUT OT TUNA Harpysku
2. OueHugatite npoussogutensHocts STACKLEAK ans
MAAHNPYEMOI HArpy3Ku nepen npoMblLLIEHHONR

SKCnJlyaTauuer
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Tekyuiee cocTosiHne

Cepust naTyeid v12 (16.05.2018) gnst x86 64 n x86 32
http://www.openwall.com/lists/kernel-hardening/2018/05/16/1

23 draiina namenensl, 949 crpok pobaeneHo, 19 ynaneHo

[MaTyn:

@ gcee-plugins: Clean up the cgraph create edge* macros

@ x86/entry: Add STACKLEAK erasing the kernel stack at the end of syscalls
© gcc-plugins: Add STACKLEAK plugin for tracking the kernel stack

Q lkdtm: Add a test for STACKLEAK (paspabotano smecte ¢ Tycho Andersen)
@ fs/proc: Show STACKLEAK metrics in the /proc file system

© doc: self-protection: Add information about STACKLEAK feature
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Vpoku paboTbl B coobLecTBe

Pacckaxxy Heckosibko WCTOPUIA. ..
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Vpoku paboTbl B coobLecTBe

Bacunnii MNepos, OxotHukn Ha npusane (1871
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Vpoku paboTbl B coobLecTBe

Hayunaii ¢ obbacHeHnns uenm paboTsi

BobigaBaii pesynbtaThl Yalle

«[a, bpag, Tbl abcontoTHO Npasy»

[lepeunTbiBali UX NMCbMa He MeHee 8 pas

A cBon otBeTbl ([0 OTNpaBku) - He Meree 16 pas

o Oepxn yaap (Jlunyc ve uepemonunTcs)
o [locTeneHHo pacwupsail cnucok nonyvaTenei

o byab rmbkum n npu 3ToM HacTOWHMBbLIM
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B sakntouenune

o Mbi coobuiecTBo pa3paboTynKoB 1 NONb30BATENEV
GNU/Linux

o [laBaiiTe 3aHMMaTHCA OE30MNACHOCTLIO HALLER NOOUMOIA
OC! 370 o4eHb nHTepecHo!
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Cnacunb6o! Bonpocbi?

alex.popov@linux.com
©a13xp0p0v
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